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Abstract

The healthcare sector is undergoing a profound transformation driven by the integration of

Internet of Things (IoT) technologies and Artificial Intelligence (AI), leading to the emergence

of the Smart Health paradigm. This new approach shifts healthcare from a traditional reactive

and hospital centered model to a proactive, patient centered system that leverages continuous

monitoring through wearable sensors and intelligent data analysis. Miniaturized devices

collect real time physiological and behavioral data, which are transmitted securely via IoT

infrastructures to enable continuous assessment outside clinical settings. AI plays a crucial

role in transforming this massive, complex sensor data into actionable knowledge for accurate

diagnosis, adaptive decision-making, and personalized care.

This thesis explores the synergy of IoT and AI, known as Artificial Intelligence of Things

(AIoT), in Smart Health systems, which rely on edge, fog, and cloud computing architectures

to enable local processing, data aggregation, and large-scale analysis. Despite these advances,

challenges such as data privacy, security vulnerabilities, bias in AI models, and the opaque

nature of DL hinder clinical adoption. Moreover, the literature highlights significant gaps:

there is limited application of DL techniques to IoT health data in real-world conditions, few

end-to-end AIoT healthcare applications operate in clinical workflows, and the diagnostic

potential of multimodal data fusion remains underexplored.

To address these shortcomings, the thesis undertakes a systematic review of current

research, an exploratory analysis of authentic IoT health datasets, and the design of an

AI model tailored for Smart Health applications. The central objectives are to critically

evaluate the state of the art, identify technological challenges and opportunities, and assess the

effectiveness of DL methods in extracting robust, clinically relevant insights from multimodal
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physiological signals collected by wearable IoT devices.

This work aims to contribute to the advancement of predictive, preventive, and personalized

medicine by highlighting how artificial intelligence can effectively support clinicians in the

decision making process.

Keywords: Internet of Things (IoT), Artificial Intelligence, Hybrid Model, Smart Health
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Introduction

The healthcare sector has undergone a rapid digital transformation, catalyzed by the

convergence of information technologies and Artificial Intelligence (AI). The traditional

healthcare model, predominantly reactive and hospital-centered, is progressively evolving

toward a proactive, data-driven, and patient-centered approach. This transition, often referred

to as Smart Health, represents the integration of Internet of Things (IoT) infrastructures,

cloud and edge computing, and advanced data analytics for continuous health monitoring and

intelligent clinical decision making [9].

The Smart Health paradigm refers to an ecosystem in which patients, healthcare providers,

and intelligent devices interact seamlessly. Wearable technology has driven this transformation

by enabling the continuous acquisition and transmission of physiological data in real time,

thus promoting a more proactive approach to healthcare. Miniaturized sensors embedded in

wearable devices can detect and collect high-frequency physiological and behavioral data

including heart rate [85], blood pressure [26], sleep patterns [100], physical activity [113], and

blood oxygen saturation (SpO2) [28].

These data streams, once confined within hospital environments, are now transmitted in

real time across secure communication networks, enabling continuous assessment of patient

status in everyday settings [123].

Internet of Things (IoT) technology provides the physical and digital infrastructure

that interconnects devices and platforms, enabling bidirectional communication between

patients and healthcare systems. The combination of miniaturized sensors, low-power wireless

communication, and edge intelligence allows the development of wearable and portable

devices capable of performing continuous and non-invasive monitoring. This technological

VI



VII Introduction

progress supports early diagnosis, remote rehabilitation, chronic disease management, and

emergency response, fostering the transition from episodic to continuous care.

However, managing the acquisition and conversion of massive amounts of raw physi-

ological data into actionable knowledge remains a major challenge. This difficulty arises

not only from the risks of cyberattacks and privacy breaches [15], but also from technical

constraints such as data overload, bandwidth limitations, and latency in processing real-time

sensor streams [36]. In addition, the vast quantity and inherent complexity of data generated by

wearable and connected devices demand advanced analytical approaches capable of extracting

clinically relevant insights.

In this context, Artificial Intelligence (AI) plays a key enabling role. Through intelligent

algorithms, raw sensor data can be transformed into meaningful representations that support

accurate diagnosis, continuous monitoring, and adaptive decision making [121]. By learning

from historical and real-time data, AI systems can progressively improve their predictive

capabilities, leading to more reliable and personalized healthcare solutions.

Among AI methodologies, Machine Learning (ML) techniques have been widely adopted

to analyze biomedical data and detect patterns in physiological signals. ML models learn from

historical datasets to perform classification, prediction, or anomaly detection tasks without

being explicitly programmed for each scenario.

More recently, advances in Deep Learning (DL), a specialized branch of ML based on

multi-layer neural networks, have enabled the automatic extraction of complex temporal

and morphological patterns directly from raw physiological signals. These architectures

have demonstrated remarkable performance improvements in several healthcare applications,

particularly in medical signal processing and diagnostic support.

The integration of AI and IoT, often referred to as the Artificial Intelligence of Things

(AIoT), amplifies the strengths of both domains. IoT provides a continuous flow of multimodal

health data, while AI transforms this raw information into actionable insights. This synergy

enables a new generation of context-aware healthcare systems capable of real-time reasoning

and decision making. From an architectural perspective, AIoT-based Smart Health systems

leverage the integration of edge, fog, and cloud computing [19, 94]. Edge intelligence
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allows local data processing directly on wearable or portable devices, minimizing latency and

preserving patient privacy. Fog nodes serve as intermediate layers that aggregate and filter

data before transferring them to the cloud for large-scale analysis and model retraining.

Despite these advancements, ensuring privacy and data security remains one of the

most significant challenges [13]. The collection and analysis of large volumes of sensitive

medical information inevitably raise concerns about the protection of personal data, which

could be exposed or misused in the event of a cyberattack. Closely related to this is the issue

of data bias. Since AI systems learn from the data on which they are trained, any imbalance,

incompleteness, or representational bias within clinical datasets can translate into biased

predictions or diagnostic inequalities. Such biases risk amplifying disparities in healthcare

delivery and compromising the fairness of clinical decision making.

A further challenge concerns the transparency and explainability of AI-driven decisions.

DL models, in particular, are often described as “black boxes,” since their internal reasoning

processes are difficult to interpret. This opacity can reduce clinicians’ trust in AI tools and

hinder their integration into clinical workflows.

Overall, the convergence of IoT and AI marks a fundamental shift in healthcare delivery

from reactive treatment to predictive, preventive, and personalized medicine. This integration

not only enhances the efficiency of healthcare systems but also empowers patients to play

an active role in managing their own health. The resulting ecosystem of connected devices,

intelligent analytics, and distributed computing constitutes the foundation upon which the

subsequent chapters of this thesis are built.

Despite the rapid progress and the growing interest in the integration of IoT and AI,

the scientific literature still reveals several limitations that hinder the full adoption of these

technologies in healthcare.

A first limitation concerns the limited number of advanced ML approaches effectively ap-

plied to IoT-generated physiological data. Although ML techniques are widely explored, many

existing works rely on relatively simple models or statistical analyses due to the complexity of

real-world sensor signals.

More advanced approaches based on DL remain comparatively less explored, particularly



IX Introduction

in scenarios involving long-term physiological monitoring. This is often due to the lack of

sufficiently large and well-annotated datasets required to train deep architectures, as well as

the high variability and noise present in real-world IoT data streams.

A second challenge relates to the limited number of operational, end-to-end applications

that integrate IoT and AI within real healthcare workflows. Although both technologies

are mature and widely adopted in other domains, their deployment in clinical environments

remains relatively rare. AI models are often developed in controlled environments using clean,

curated datasets, making them difficult to generalize to real-world scenarios where IoT data

are noisy, incomplete, and affected by environmental and patient-specific variability.

Furthermore, the current literature provides few contributions addressing multimodal

approaches capable of jointly analyzing multiple IoT data modalities, including physiolog-

ical, behavioral, and environmental information. Most works focus on a single signal type

(e.g., ECG, accelerometry, or photoplethysmography), overlooking the significant diagnostic

potential that arises from multimodal data fusion.

In this context, the present thesis aims to address these gaps through a structured research

pipeline comprising a systematic review of existing literature, an exploratory analysis of

real IoT health data, and the development of an AI-based model tailored to Smart Health

applications. The overarching objective is twofold: first, to critically assess the current

technological landscape, identifying limitations and opportunities in the integration of IoT

and AI; and second, to experimentally investigate the capability of ML and DL techniques to

process physiological signals acquired through wearable IoT systems, ultimately evaluating

their potential to deliver more accurate, robust, and clinically meaningful diagnostic and

predictive tools.





CHAPTER

1

Preliminary on IoT

and Artificial Intelligence

in Smart Health

Foundations and Context

1.1 The Internet of Things

The Internet of Things (IoT) has emerged as one of the most transformative technological

paradigms of the 21st century, enabling pervasive interconnection between physical objects,

digital infrastructures, and intelligent services. The concept was first introduced by Kevin

Ashton in the late 1990s [7], envisioning everyday objects equipped with sensors, processors,

and communication interfaces capable of autonomously exchanging data. What began as

a conceptual framework has since evolved into a technological reality that now underpins

modern industries, public infrastructures, and consumer applications.

The early 2000s marked the first wave of IoT adoption, supported by the diffusion of wire-

less technologies such as RFID, Bluetooth, and WiFi, which enabled automatic identification

and tracking of objects. Subsequent advances in low cost sensors, embedded microcontrollers,

and cloud computing accelerated the expansion of IoT systems, enabling billions of devices to

interconnect across global networks [9] [41]. Over time, IoT has expanded far beyond indus-

trial and logistics applications, converging with artificial intelligence, big data analytics, and

edge computing to form the technological foundation of the Fourth Industrial Revolution
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(Industry 4.0) [98].

Today, IoT technologies are ubiquitous across smart cities, environmental monitoring,

transportation, agriculture, connected homes, and many other domains. These systems rely

on distributed networks of sensors and actuators that capture real world information such as

temperature, motion, humidity, or pressure and transmit it to computational platforms for

analysis and control. This integration creates a cyber physical ecosystem capable of intelligent

automation, resource optimization, and adaptive decision making.

1.1.1 IoT Architecture and Core Components

A modern IoT system is commonly described through a layered architecture [45, 135] designed

to ensure scalability, interoperability, and robustness. The canonical model comprises three

main layers:

• Perception Layer: Interfaces with the physical world through sensors, actuators, and

embedded devices, converting physical phenomena into digital signals.

• Network Layer: Handles data transmission using communication standards such as

BLE, ZigBee, WiFi, LoRaWAN, NB-IoT, or 5G. This layer may also include gateways

that perform routing, protocol conversion, and local data preprocessing.

• Application Layer: Provides end user services such as monitoring dashboards, au-

tomation, and analytics, often deployed through cloud based or distributed computing

platforms.

In addition to these layers, many contemporary architectures incorporate a middleware

layer that manages interoperability, resource abstraction, access control, and integration with

external platforms. Middleware components typically rely on standardized APIs, messaging

protocols, and data models to ensure seamless communication across heterogeneous devices

and services.

Thanks to this modular structure, IoT systems can be adapted to a wide range of environ-

ments from low power personal devices to large scale industrial networks while maintaining
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flexibility, scalability, and resilience. This layered perspective provides the technological

foundation upon which specialized IoT domains, including Smart Health, are built.

1.1.2 Edge, Fog, and Cloud Computing Paradigms

The massive amount of data generated by modern IoT ecosystems requires efficient and dis-

tributed computing frameworks capable of supporting low latency, high scalability, and robust

privacy. Traditional cloud centric architectures often struggle with bandwidth constraints,

communication delays, and the overhead associated with transmitting large volumes of data to

remote data centers. To overcome these limitations, contemporary IoT infrastructures increas-

ingly adopt a hierarchical computing model that integrates edge, fog, and cloud paradigms [5,

14, 101].

• Edge Computing: Edge computing refers to a distributed computing paradigm in which

data processing and analysis are performed directly at or near the data source, such as

sensors, wearable devices, or local gateways. By bringing computational capabilities

closer to the physical environment where data are generated, edge computing reduces

communication latency and bandwidth consumption while enabling real-time or near

real-time analytics. This paradigm is particularly advantageous in applications requiring

rapid response times, continuous monitoring, or localized decision making, such as

industrial automation, autonomous systems, and healthcare monitoring platforms [46,

101].

• Fog Computing: Fog computing extends the edge computing paradigm by introducing

an intermediate layer of distributed computing resources positioned between edge

devices and centralized cloud infrastructures. Fog nodes provide additional capabilities

for data aggregation, temporary storage, and context-aware processing, allowing part

of the computational workload to be handled closer to the network edge while still

benefiting from coordinated system-level management. This hierarchical architecture

improves scalability, reduces unnecessary data transmission to remote data centers,

and supports latency-sensitive applications that require both local responsiveness and
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broader system coordination [14].

• Cloud Computing: Offers centralized, large scale resources for long term data storage,

batch processing, and advanced analytics [5, 72]. Cloud platforms provide high com-

putational power and global accessibility, supporting complex workloads such as DL

model training, large scale simulations, and big data analysis.

The integration of these three paradigms forms a coherent distributed intelligence archi-

tecture, in which computational tasks are dynamically allocated based on factors such as

latency requirements [46], available resources, and data sensitivity. For example, edge nodes

may execute preliminary filtering or anomaly detection, fog layers may handle context aware

processing or data fusion, and the cloud may perform intensive analytics or coordination

across geographically distributed systems.

Emerging technologies such as federated learning [71] extend this model by enabling

collaborative AI training across multiple edge or fog nodes without requiring the transfer of

raw data. This approach supports data locality and reduces cloud dependency while fostering

privacy preserving and scalable intelligence across distributed IoT environments.

1.2 IoT in Healthcare

The rapid expansion of the Internet of Things has naturally extended into the medical and

clinical domains, giving rise to what is commonly referred to as Smart Health.

While traditional eHealth and mHealth solutions mainly focused on the digitization of

health records and the use of mobile applications to deliver health services, Smart Health

goes one step further by integrating pervasive sensing, continuous connectivity, and intelligent

analytics into the entire healthcare continuum [9]. In this paradigm, the patient is no longer

observed only within the hospital or clinic but becomes the center of an extended cyber

physical ecosystem, where physiological, behavioral, and environmental data are collected

and analyzed in real time across different contexts (home, workplace, community).

By leveraging the same principles of pervasive sensing, ubiquitous connectivity, and

distributed computation that characterize general purpose IoT systems, healthcare oriented
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IoT infrastructures enable continuous monitoring, seamless device integration, and efficient

management of biomedical data flows. This specialized ecosystem, commonly known as

the Health Internet of Things (H-IoT), interconnects wearable sensors, implantable devices,

hospital instrumentation, and mobile health platforms within a unified digital environment.

Unlike conventional monitoring systems, which are often siloed and limited to specific settings,

H-IoT aims to provide an integrated view of the patient’s condition over time, across locations,

and along the entire care pathway.

From an architectural perspective, H-IoT systems typically combine in home devices and

gateways, hospital networks, cloud platforms, and edge nodes. Data flows may originate from

the patient’s body, their immediate surroundings, or clinical equipment, and are progressively

aggregated, filtered, and analyzed as they traverse different layers of the infrastructure. This

multi layered organization allows Smart Health platforms to support use cases ranging from

simple home telemonitoring to advanced clinical decision support systems [131], enabling a

progressive digital transformation of healthcare delivery.

1.2.1 Health IoT Devices and Sensor Ecosystem

The deployment of IoT in healthcare relies on a diverse ecosystem of devices designed

to measure physiological, behavioral, and environmental parameters with varying levels

of invasiveness and autonomy. These devices differ not only in form factor and sensing

capabilities but also in terms of computational resources, energy constraints, communication

protocols, and integration requirements with clinical workflows [79]. They can be broadly

grouped into the following categories:

1. Wearable Sensors: smartwatches, chest straps, wristbands, patches, and textile-based

sensors capable of continuously capturing vital signs such as ECG, heart rate [85],

respiration, temperature [23], blood oxygen saturation (SpO2), blood pressure [26], or

physical activity [79]. These devices are designed to be worn over long periods with

minimal discomfort, making them particularly suitable for long-term monitoring of

chronic patients, rehabilitation programs, or lifestyle assessment.
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2. Implantable Medical Devices: miniaturized systems placed inside the body to mea-

sure internal physiological variables (e.g. intracardiac pressure, intracranial pressure,

glucose levels, neural activity) or deliver therapeutic interventions such as pacemakers,

defibrillators, neurostimulators, or insulin pumps. These devices must meet strict re-

quirements in terms of biocompatibility, reliability, fault tolerance, and energy autonomy,

as maintenance operations (e.g. battery replacement) are often invasive and risky.

3. Ambient and Environmental Sensors: non invasive sensors deployed in homes, nurs-

ing facilities, or hospitals to detect falls, monitor air quality, assess room occupancy,

track movement patterns, or detect anomalies in daily activities. Typical examples

include motion sensors, pressure mats, door and window sensors, and environmental

probes for temperature, humidity, or CO2. These devices are crucial in supporting

assisted living, elderly care, and context aware monitoring, particularly for frail or

cognitively impaired individuals.

4. Ingestible and Disposable Sensors: temporary diagnostic devices, including swal-

lowable capsules and disposable skin patches or bandages, used for gastrointestinal

monitoring, wound assessment, medication adherence tracking, or short term physiolog-

ical data collection. Such devices extend the reach of Smart Health into areas that are

otherwise difficult to assess through non invasive technologies, providing novel means

for early diagnosis and targeted therapy.

Each category presents specific trade offs involving energy consumption, measurement

accuracy, patient comfort, and data security. Wearable devices must balance battery life

with sampling frequency and processing capabilities, while implantable devices require ultra

low power designs and robust fault management strategies. Ambient sensors must ensure

unobtrusiveness and low maintenance, whereas ingestible sensors must guarantee safety,

biocompatibility, and complete elimination from the body after use.

Furthermore, achieving interoperable communication across diverse device manufacturers

and platforms remains a major challenge. Standards such as IEEE 11073 for personal health

devices, Open mHealth data schemas, and Continua Design Guidelines have been proposed to
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harmonize data formats and communication protocols, facilitating integration with electronic

health record (EHR) systems and external platforms. Despite these efforts, fragmentation still

persists, often requiring custom middleware and data harmonization strategies in real world

deployments.

A growing trend is the adoption of multimodal sensing within single devices or coordi-

nated device ensembles. By combining optical, motion, electrical, and biochemical sensing

modalities, these systems can provide a richer characterization of the patient’s status. For ex-

ample, the joint analysis of ECG, PPG, and accelerometer data enables more robust estimation

of cardiorespiratory parameters and physical exertion, while the fusion of environmental and

behavioral data [123] can improve the detection of context in which physiological changes

occur. This multimodal perspective is particularly beneficial when combined with advanced

AI models capable of exploiting complex temporal and cross sensor relationships.

1.2.2 Applications and Benefits of Health IoT Systems

Health IoT systems support a broad spectrum of clinical and operational applications, covering

all stages of the care continuum from prevention and early detection to treatment, rehabilitation,

and long term follow-up. The following application areas illustrate how H-IoT technologies

are reshaping healthcare delivery.

Remote Monitoring and Home Based Care

Remote Patient Monitoring (RPM) is one of the most widespread and impactful applications

of Health IoT [105]. Its primary objective is to monitor patients outside traditional clinical

settings by collecting continuous or frequent measurements of physiological and behavioral

parameters [2]. This paradigm is particularly relevant for chronic diseases such as heart

failure, diabetes [131], COPD, and hypertension, which require ongoing assessment and early

detection of clinical deterioration.

An RPM system typically integrates wearable sensors (e.g. ECG patches, PPG wristbands,

blood pressure monitors), smart home devices, and mobile health applications. Data are

acquired in real time and transmitted through secure wireless protocols to cloud or edge
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platforms, where they undergo preprocessing and AI based analysis. Alerts are generated

when anomalies or critical trends are detected and delivered to clinicians or caregivers.

RPM has been shown to reduce hospital readmissions, improve patient adherence, and

enable earlier intervention. Continuous monitoring provides a richer and more representative

picture of a patient’s condition compared to sporadic in hospital measurements.

Key challenges include signal noise, patient compliance, data overload for clinicians,

communication interruptions, and privacy concerns [13]. Standardized protocols are needed

to integrate RPM outputs into clinical workflows.

Examples include wearable ECG patches for arrhythmia detection, smart blood pressure

cuffs for hypertension control, and smart scales that characterize fluid retention in heart failure

patients [19, 95].

Assisted Diagnosis and Decision Support

Assisted diagnosis is one of the most clinically validated applications of AIoT systems. By

combining continuous sensing from IoT devices with advanced AI models, Smart Health

platforms can support clinicians in identifying pathological conditions earlier, more accurately,

and with reduced diagnostic ambiguity.

IoT devices such as ECG patches, PPG wearables, accelerometers, and environmental

sensors collect granular physiological and behavioral data at frequencies far exceeding tradi-

tional hospital based measurements. These data streams capture transient episodes such as

paroxysmal arrhythmias, respiratory instability, epileptic pre ictal states, or gait alterations

that often go undetected during sporadic clinical evaluations.

ML and DL models transform raw signals into actionable diagnostic information by

performing segmentation, feature extraction, classification, and anomaly detection. CNNs,

LSTMs, and Transformer based architectures excel in analyzing morphological and temporal

patterns in ECG, EEG, and multimodal sensor signals. Explainable AI (XAI) enhances

transparency by providing saliency maps, feature attribution scores, and uncertainty estimates.

The output of AIoT driven diagnostic pipelines feeds into Clinical Decision Support

Systems (CDSS), which alert clinicians when anomalies exceed predefined thresholds or when
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risk patterns emerge. Examples include arrhythmia detection from wearable ECG patches,

respiratory anomaly monitoring, and early identification of neurological impairments through

gait and tremor analysis.

These systems reduce diagnostic delays, improve triage efficiency, and decrease human

error by highlighting clinically relevant events and filtering irrelevant data. CDSS platforms

supported by AIoT enhance diagnostic objectivity and reproducibility.

Challenges include noise in real world data, device heterogeneity, false-positive manage-

ment, regulatory requirements, and cybersecurity risks.

Predictive and Preventive Medicine

Predictive and preventive medicine seeks to anticipate clinical deterioration before symptoms

arise and to prevent adverse outcomes through early intervention. AIoT systems are uniquely

suited for this paradigm thanks to their ability to collect continuous, longitudinal physiological

data and extract predictive biomarkers.

Physiological signals such as ECG, PPG, accelerometry, respiration, and glucose levels

enable models to forecast events including:

• heart failure decompensation,

• arrhythmia onset,

• hypoglycemic episodes,

• epileptic seizures,

• respiratory distress.

Temporal AI models (LSTMs, Transformers, Temporal CNNs) detect subtle deviations from

patient specific baselines.

AIoT systems build individualized baselines and detect deviations indicating early stage

deterioration, enabling prioritization and targeted follow-up.

When deterioration risk increases, AIoT systems can:

• alert clinicians,
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• recommend lifestyle or treatment adjustments,

• trigger closed loop therapies (e.g. insulin pumps),

• suggest preventive diagnostic tests.

Large scale IoT infrastructures allow detection of environmental and behavioral risk factors,

supporting digital epidemiology.

These include the need for large datasets, cross population generalization, alarm calibration,

and strict privacy management.

Rehabilitation, Assisted Living, and Smart Environments

AIoT technologies provide essential support in rehabilitation, functional assessment, and

independent living particularly for elderly individuals and patients with neurological or motor

impairments.

Wearable inertial sensors, smart garments, and sensorized home environments continuously

track gait cycles, joint angles, muscle activation, and postural transitions. AI models evaluate

motor performance, detect compensatory behaviors, and quantify adherence to rehabilitation

protocols.

AI algorithms adapt rehabilitation exercises to patient performance, providing real-time

feedback through haptic, auditory, or visual cues. These capabilities support tele-rehabilitation

and remote physiotherapy.

Ambient IoT and wearables support:

• fall detection and fall prediction,

• monitoring Activities of Daily Living (ADLs),

• sleep analysis,

• detection of behavioral anomalies related to cognitive decline.

Long term data analysis identifies deviations from routines that may indicate dementia

progression, depression, frailty, or loss of autonomy.
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Challenges include device intrusiveness, battery limitations, elderly acceptance, calibration

complexity, and privacy concerns.

Operational Efficiency and Smart Hospitals

Smart hospitals integrate AIoT technologies to enhance operational workflows, patient safety,

and resource allocation.

IoT tracking (RFID, BLE, UWB, LoRaWAN) enables real-time localization of equipment

such as infusion pumps, ventilators, and portable monitors, reducing delays and losses.

Smart beds and sensorized wards monitor posture, mobility, vital signs, and environmental

factors to detect deterioration early and prevent complications.

AIoT systems assist with patient flow optimization, bed assignment, emergency triage, and

medication logistics. Predictive models identify bottlenecks and anticipate resource needs.

Aggregated data enable administrators to identify inefficiencies, adapt staffing, and opti-

mize resource planning.

Secure communication, device authentication, and adherence to standards (HL7 FHIR,

DICOM, IEEE 11073) are essential for safe integration.

AIoT enabled hospitals demonstrate:

• reduced operational costs,

• improved staff efficiency,

• enhanced patient safety,

• improved decision making.

1.2.3 Challenges and Emerging Trends in Health IoT

Despite their potential, H-IoT systems face a range of challenges that hinder large scale,

routine adoption.

From a technical standpoint, data quality is a critical issue. Signals acquired in daily

life are often affected by noise, motion artifacts, missing segments, and variable adherence
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to wearing protocols. Robust preprocessing pipelines and artifact detection algorithms are

therefore necessary to avoid misleading interpretations. Moreover, the heterogeneity of devices,

firmware versions, and communication protocols complicates integration and maintenance,

especially in multi vendor environments.

Security and privacy are particularly sensitive in healthcare due to the critical nature

of medical data. The distributed and often wireless nature of H-IoT networks increases the

attack surface, making them vulnerable to unauthorized access, data tampering, and denial of

service attacks. To mitigate these risks, strong encryption, authentication mechanisms, secure

key management, and continuous monitoring of network behavior are required. Regulatory

frameworks such as GDPR [35] in Europe and HIPAA [116] in the United States impose strict

requirements on data handling, storage, and consent management, which must be carefully

taken into account when designing and deploying H-IoT solutions.

Interoperability remains an open challenge. While standards like HL7 FHIR facilitate

data exchange between clinical systems, many consumer grade IoT devices still use propri-

etary formats and closed platforms, limiting seamless integration. Middleware solutions and

semantic interoperability layers are often needed to map heterogeneous data into common

representations and terminologies (e.g. SNOMED CT, LOINC). Without such harmonization,

it is difficult to aggregate data across devices, institutions, and studies, thereby limiting the

generalizability of AI models and the scalability of Smart Health services.

Another important dimension concerns clinical validation and regulatory approval.

For H-IoT systems that support medical decision making, robust validation in real world

conditions and compliance with medical device regulations are mandatory. This requires

prospective studies, rigorous evaluation of performance metrics, and clear demonstration of

clinical benefit. The dynamic nature of AI enabled H-IoT systems, which may adapt or be

retrained over time, poses additional challenges for traditional regulatory frameworks that

assume static devices.

Recent technological trends are helping to address some of these limitations. Edge

and federated learning enable decentralized AI computation while preserving data locality,

reducing the need to transmit sensitive information to central servers. Blockchain based
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frameworks are being explored for tamper evident logging and fine grained access control to

medical data. In parallel, the integration of multimodal sensing and advanced AI algorithms is

enabling more accurate, robust, and context aware health assessments, even in the presence of

noisy or incomplete data.

In summary, the Health IoT ecosystem is gradually evolving from isolated telemonitoring

solutions to comprehensive, intelligent, and interoperable Smart Health platforms. Under-

standing its technological foundations, benefits, and challenges is essential for contextualizing

the research contributions of this thesis, which build precisely on the convergence of IoT

infrastructures, AI methods, and physiological data analysis.

1.3 Artificial Intelligence

Artificial Intelligence (AI) is one of the most influential fields in modern computer science

and its origins trace back to the mid 20th century, when researchers first began exploring

whether machines could emulate human reasoning. The term “Artificial Intelligence” was

formalized by John McCarthy during the 1956 Dartmouth Conference, marking the official

birth of AI as an academic discipline [121]. Early AI research focused on symbolic reasoning

through rule based systems, where knowledge was encoded using logical rules and expert

crafted representations.

A major paradigm shift occurred with the rise of ML, which reframed intelligence as the

ability of algorithms to identify patterns and make decisions directly from data rather than

predefined rules. ML encompasses three fundamental learning paradigms:

• Supervised Learning: Algorithms learn from labeled datasets to perform prediction or

classification. This paradigm underpins many medical applications, such as diagnosing

diseases from ECG signals or predicting clinical outcomes.

• Unsupervised Learning: Models discover hidden structures in unlabeled data, enabling

clustering, anomaly detection, or dimensionality reduction. In healthcare, unsupervised

models support patient stratification, phenotype discovery, and identification of abnormal

physiological patterns.
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• Reinforcement Learning (RL): An agent learns optimal behaviors through trial and

error interactions with an environment, receiving rewards or penalties as feedback.

RL is increasingly used in healthcare for optimizing treatment policies and adaptive

monitoring strategies.

In the 2010s, the emergence of DL, a subset of ML based on artificial neural networks,

further accelerated the progress of AI. DL models automatically learn hierarchical representa-

tions from raw data, eliminating the need for manual feature extraction. This capability has

driven breakthroughs in computer vision, speech recognition, and natural language processing,

and has had a profound impact on biomedical data analysis.

1.3.1 Machine Learning in Smart Health

Within the Smart Health domain, ML plays a central role in transforming clinical, behavioral,

and physiological data into actionable insights. ML models can process heterogeneous

modalities ranging from electronic health records and laboratory measurements to real time

wearable sensor data and supporting tasks such as disease prediction, risk stratification, and

early anomaly detection.

A key component of ML based health analytics is the extraction of meaningful features

from raw physiological signals. Time-domain metrics (e.g. variability indices, entropy),

frequency-domain descriptors (e.g. Fourier or Wavelet coefficients), and morphology-based

features are commonly used to characterize signals such as ECG, EEG, or accelerometry.

Traditional ML algorithms (e.g. Random Forests, Gradient Boosting, SVMs) are particularly

effective when transparency and clinical interpretability are required properties that are highly

valued in regulated medical contexts.

In resource constrained environments, such as wearable or IoT based systems, lightweight

ML models enable on device analytics, reducing latency [46] and preserving patient privacy

by limiting data transmission. This makes ML an integral component of real-time monitor-

ing platforms for chronic disease management, physical activity tracking, and personalized

healthcare interventions.
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1.3.2 Deep Learning in Smart Health

DL has expanded the analytical capabilities of Smart Health systems by enabling end-to-end

processing of high dimensional biomedical data. Convolutional Neural Networks (CNNs) are

widely used for medical imaging tasks (tumor detection, anatomical segmentation, radiological

triage etc) often achieving performance comparable to expert clinicians.

For sequential physiological data, architectures such as Recurrent Neural Networks

(RNNs), Long Short Term Memory (LSTM) networks, and more recently Transformers,

capture long range temporal dependencies and complex nonlinear dynamics. These models

have been successfully applied to ECG based arrhythmia detection, EEG based seizure predic-

tion, respiratory monitoring, and multimodal fusion of wearable sensor streams. Despite their

accuracy, DL models often face challenges related to interpretability, computational cost, and

regulatory acceptance.

Overall, the integration of ML and DL within Smart Health ecosystems represents a major

step toward personalized, predictive, and preventative medicine, enabling continuous and data

driven insights that can significantly enhance clinical care and patient well being.

1.4 The Convergence of AI and IoT in Smart Health

The integration of Artificial Intelligence (AI) and the Internet of Things (IoT) has given

rise to a new technological paradigm known as the Artificial Intelligence of Things (AIoT).

This convergence brings together the sensing and connectivity capabilities of IoT with the

cognitive and analytical power of AI, enabling systems that are both context aware and

autonomous [9]. Within the healthcare domain, AIoT represents a decisive step toward the

realization of truly intelligent and distributed health systems that can perceive, reason, and

act in real time, enabling advanced diagnostic, monitoring, and decision-support capabilities

in modern healthcare systems [34]. In a traditional IoT environment, devices primarily act

as data collectors, capturing physiological or environmental information and transmitting

it to a centralized server for processing. However, as the number of connected devices

increases exponentially, this model becomes unsustainable due to limitations in network



16

bandwidth, latency [46] and privacy [13]. AI integration fundamentally reshapes this workflow

by embedding intelligence at multiple levels of the IoT architecture. A typical AIoT based

healthcare pipeline can be conceptualized as follows:

1. Data Acquisition: IoT sensors continuously capture physiological signals such as

electrocardiograms (ECG), photoplethysmograms (PPG), temperature, or motion data.

2. Data Transmission and Preprocessing: Raw data are filtered, normalized, and trans-

mitted via secure wireless protocols to local gateways or edge nodes.

3. Feature Extraction and Analysis: At the edge or fog layer, AI models perform

lightweight analytics detecting anomalies, segmenting relevant time windows, or ex-

tracting statistical and spectral features.

4. Model Inference and Decision Support: DL or ensemble ML algorithms analyze

aggregated data to provide diagnostic outcomes or risk assessments.

5. Feedback and Actuation: Based on model predictions, alerts or recommendations are

sent to clinicians or patients, and, in some cases, automatic actions (e.g. drug release,

emergency notifications) can be triggered.

AI enhances IoT systems by transforming raw sensor data into actionable knowledge, while

IoT empowers AI with access to diverse, high-frequency, and real world data. As a result,

the combined system exhibits properties such as autonomy, self learning, and contextual

awareness, which are essential for next generation Smart Health services.

1.4.1 Advantages of AIoT in Healthcare Systems

The convergence of AI and IoT brings several advantages that make healthcare systems more

efficient, resilient, and adaptive.

• Real-Time Intelligence: On device inference allows the immediate analysis of critical

signals (e.g. heart rhythm irregularities [19, 95]) without relying on remote servers. This

is crucial in emergency care and intensive monitoring scenarios.
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• Personalization and Adaptivity: AI models can continuously learn from individual

patient data, adjusting predictions to personal baselines and clinical histories. This

supports the paradigm of personalized medicine.

• Scalability: Edge and cloud integration enables scalable deployment across multiple

users and healthcare facilities, allowing collective learning from distributed data sources.

• Operational Efficiency: AI driven automation reduces the workload of healthcare

professionals by filtering irrelevant information and highlighting clinically significant

events.

• Privacy Preservation: By performing analytics locally at the edge, AIoT minimizes

the transmission of sensitive data, reducing exposure to potential security risks.

These benefits contribute to a significant improvement in both patient outcomes and

system level performance. For instance, predictive models can detect anomalies hours or even

days before symptom onset, enabling early interventions and reducing hospitalization rates.

Moreover, the integration of explainable AI (XAI) techniques ensures that model outputs

remain interpretable by clinicians, reinforcing trust and accountability in automated decision

processes.

1.4.2 Applications of AIoT in Smart Health

AIoT has been successfully applied in several healthcare domains, demonstrating its versatility

and clinical relevance.

1. Cardiovascular Monitoring: Edge based ML and DL algorithms can identify arrhyth-

mias [21, 131], ischemia, or paroxysmal atrial fibrillation (PAF) from continuous ECG

signals. Lightweight models such as Random Forest or XGBoost provide interpretable

and energy efficient solutions for wearable devices, while CNN and LSTM architectures

achieve higher accuracy in cloud assisted analysis.

2. Neurological and Cognitive Health: IoT wearables combined with AI can monitor

tremor intensity, sleep patterns [100], and gait abnormalities, supporting early diagnosis
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of neurodegenerative diseases such as Parkinson’s [114] or Alzheimer’s. Edge inference

allows patients to be monitored unobtrusively in their daily environments.

3. Chronic Disease Management: AIoT systems can continuously track glucose levels,

medication adherence, or blood pressure to support patients with diabetes [131] and

hypertension [25]. Predictive analytics identify risk trends and suggest personalized

adjustments to treatment plans.

4. Rehabilitation and Assisted Living: Motion sensors, combined with AI driven analysis

of movement quality, can assist in post stroke rehabilitation, balance monitoring, or fall

prevention in elderly populations.

5. Public Health and Epidemiology: Large scale IoT networks integrated with AI enable

real-time epidemiological monitoring, contact tracing, and resource optimization in

pandemic response scenarios.

These examples illustrate how AIoT systems bridge the gap between raw physiological

data and intelligent, adaptive healthcare services. They enable both individual level monitoring

and population level insights, reinforcing the central role of digital technology in the future of

medicine.

1.4.3 Challenges and Future Directions

Despite their potential, AIoT systems in healthcare still face several challenges. These

include the need for robust interoperability among heterogeneous devices, standardized data

representation, and compliance with privacy [13] and ethical regulations. Moreover, many AI

models are computationally intensive and require optimization for deployment on resource

constrained devices.

Another key issue is the trustworthiness of AIoT decisions. Ensuring model transparency,

fairness, and explainability is crucial for clinical acceptance. Techniques such as model

distillation, uncertainty quantification, and explainable DL are being actively explored to

bridge the gap between performance and interpretability.
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Finally, the emergence of federated and distributed learning paradigms is reshaping the

development of AIoT in healthcare. These approaches allow collaborative model training

across multiple hospitals or devices without centralizing patient data, thereby addressing

privacy [13] and data governance concerns.

In the coming years, the synergy between AI and IoT is expected to evolve toward

self-organizing, adaptive, and privacy preserving healthcare ecosystems, where each

component contributes intelligently to patient well being while respecting ethical and societal

constraints.
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CHAPTER

2
Study Definition

and Planning

The convergence between artificial intelligence (AI) and wearable technologies is pro-

foundly reshaping the Smart Health landscape. This interaction has attracted growing attention

from both academia and industry, as it offers unprecedented opportunities for improving

healthcare delivery and enhancing individuals’ well-being.

Wearable devices, equipped with increasingly miniaturized and sophisticated sensors,

represent the foundation of modern digital health ecosystems. They continuously acquire

a wide range of physiological, behavioral, and movement-related data—such as heart rate

[85], blood pressure [26], sleep quality [100], physical activity levels [113], and blood oxygen

saturation (SpO2) [28]. When combined with contextual, environmental, and personal health

information, these data streams provide a rich and multidimensional portrait of an individual’s

health status and lifestyle patterns.

Nevertheless, the large volume, heterogeneity, and temporal granularity of wearable-

generated data introduce considerable analytical challenges. Extracting clinically meaningful

information requires advanced computational tools capable of identifying subtle patterns,

modelling temporal dependencies, and supporting personalized health assessment. In this

regard, artificial intelligence plays a pivotal role.

ML and DL methods have shown impressive capabilities in converting raw sensor data

into actionable insights, forecasting health trajectories, and enabling tailored interventions.

Their ability to learn complex relationships and continuously improve through data makes

them particularly suitable for real-time and adaptive health monitoring scenarios.
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Motivated by this context, the present research aims to conduct a systematic examination

of the current landscape of AI applied to wearable-based Smart Health systems. The objective

is to provide a comprehensive overview of existing methodologies, emerging trends, and the

main challenges characterizing this field. In particular, the study pursues the following goals:

• analyse the most recent and relevant advancements in AI-driven Smart Health applica-

tions;

• identify whether ML or DL approaches are predominantly employed in current research

contributions;

• assess the performance, robustness, and reliability of AI models designed for wearable-

based health monitoring and prediction;

• evaluate the feasibility of translating these AI solutions into real-world clinical and

everyday health scenarios.

The rapid evolution of digital technologies has profoundly reshaped modern healthcare

systems, giving rise to the paradigm of Smart Health. Combining real-time data acquisition

and artificial intelligence, Smart Health enables continuous, personalized, and proactive care,

moving beyond the traditional episodic and hospital-centered model. The combination of

Internet of Things (IoT) devices and advanced Artificial Intelligence (AI) techniques represents

one of the most promising drivers of this transformation. IoT systems allow the acquisition

of physiological, behavioral, and environmental data with unprecedented frequency and

granularity, while AI algorithms, especially ML and DL, enable the extraction of complex,

clinically relevant patterns from these heterogeneous data streams.

However, despite the vast potential demonstrated in the literature, the integration of IoT

and AI in real health applications introduces several scientific and technological challenges.

IoT data are often heterogeneous, noisy, and susceptible to missing values; they may exhibit

temporal irregularities, sensor drift, or variability due to patient-specific factors. In parallel,

AI models require large, representative, and well-curated datasets, and must be validated not

only statistically but also clinically, ensuring robustness, interpretability, and fairness.
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The broader objective of this thesis is to systematically explore the opportunities and

limitations of applying AI to IoT-generated health data, combining a comprehensive analysis

of the literature with empirical experimentation and model development. To achieve this,

the research pipeline is structured into three interconnected phases. First, a systematic

review [9] consolidates the state of the art, highlighting current technological approaches,

methodological trends, and persistent challenges in merging IoT and AI for Smart Health.

Second, an exploratory analysis [10] is conducted on real IoT-derived health data to evaluate

the feasibility and potential of ML techniques in extracting meaningful information and

supporting preliminary diagnostic tasks. Finally, the third phase [8] focuses on the design,

development, and evaluation of a DL model tailored to Smart Health scenarios, with the goal

of enhancing diagnostic accuracy, predictive capabilities, and overall decision support.

Phase 1 - Systematic Review of IoT and AI in Smart Health

The first phase involved a rigorous and structured systematic review of the literature, aimed

at mapping existing research on the integration of IoT, ML, and DL in healthcare. Given the

fragmented nature of the domain, where studies often focus on individual diseases, specific

sensor modalities, or isolated AI techniques, this review served multiple purposes:

• assess how IoT technologies are currently used to collect health-related data;

• analyze the ML and DL approaches applied to these data and their performance;

• identify recurring methodological strengths and weaknesses;

• examine challenges in scalability, interoperability, data quality, privacy, and interpretabil-

ity;

• highlight research gaps and open challenges that motivate new methodological contribu-

tions.

ML algorithms, particularly when applied to traditional classification tasks, are often

preferred because they offer greater interpretability and require fewer computational resources.

In contrast, training reliable DL models typically requires large and well-annotated datasets.
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Although the availability of healthcare data has increased significantly in recent years, not all

medical applications—especially those involving rare diseases or events—are well suited to

DL approaches [90].

As the volume of available data continues to grow, DL technologies are increasingly

capable of supporting disease diagnosis and predictive analytics by identifying complex

patterns that may be difficult for traditional analytical methods to detect. This capability has

the potential to reduce ambiguity in clinical decision-making and support the development

of more intelligent diagnostic systems. Furthermore, one of the long-term challenges for DL

lies in its ability to integrate heterogeneous data sources originating from different health

informatics domains, paving the way for more comprehensive precision medicine frameworks.

ML models usually require fewer computational resources compared to DL models, partic-

ularly those composed of multiple neural layers. DL architectures often demand substantial

computing power and longer processing times, both during training and inference. A critical

avenue for future research also concerns the enhancement of privacy and security mechanisms

for health data, as these aspects remain insufficiently explored in the current literature.

Traditional ML techniques are generally based on handcrafted feature extraction. These

approaches often require lower computational resources, can be trained on smaller datasets,

and usually provide a higher degree of interpretability, which is particularly valuable in clinical

contexts where transparency and traceability of decisions are essential.

By contrast, DL approaches enable end-to-end learning directly from raw or minimally

processed signals, making them more suitable for capturing complex temporal dependencies,

nonlinear relationships, and subtle morphological variations in physiological data. This often

results in improved predictive performance, particularly in the analysis of long-term and high-

dimensional signals such as ECG recordings. However, these advantages are counterbalanced

by higher computational demands, reduced interpretability, and a stronger dependence on

large, well-annotated datasets.

Therefore, the comparison emerging from the literature suggests that the choice between

ML and DL cannot be based solely on predictive accuracy. Despite the superior performance

of DL models, traditional ML approaches may remain preferable in scenarios characterized by



25

limited data availability, strict computational constraints, or the need for high interpretability,

such as edge-based or safety-critical clinical applications. In Smart Health and clinical

monitoring scenarios, it must also account for robustness, explainability, computational

feasibility, and real-world deployment constraints. This methodological tension between

interpretability and predictive performance provides an important rationale for the subsequent

phases of this thesis, in which both paradigms are explored and experimentally compared in

the context of long-term ECG analysis for atrial fibrillation detection.

Phase 2 - Exploratory Data Study and Preliminary ML Experiments

Building on the conceptual understanding obtained from the literature, the second phase

focused on the empirical exploration of a real IoT-derived health dataset. Before designing

complex architectures or multimodal learning systems, it was essential to evaluate the feasibil-

ity of extracting predictive information from the available data and to examine how classical

ML approaches perform when applied to physiological measurements collected in real-world

settings. This phase consisted of several steps:

• Data inspection and cleaning: assessment of signal quality, missing values, sensor

inconsistencies, and temporal alignment.

• Exploratory analysis: study of the distribution of physiological features, correlations

among variables, and potential biomarkers.

• Feature engineering: extraction of time-domain, frequency-domain, and statistical

features connected to the physiological nature of the signals.

• Baseline ML experiments: evaluation of classical models such as Random Forests,

SVMs, Gradient Boosting, and KNN to determine whether IoT-derived features provided

discriminative power.

The objective of this stage was to present a lightweight and interpretable ML pipeline.

The resulting framework is computationally efficient and explainable, making it particularly

suitable for deployment on resource-constrained systems such as wearables or edge devices.
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Despite the promising results, this study has several limitations. First, the evaluation

was performed on a single dataset, which, although large and detailed, may not fully reflect

the variability encountered in different patient populations or acquisition settings. Second,

the current segmentation and classification process treats each ECG segment independently,

without modeling temporal dependencies or patient-level context. Third, the approach relies

exclusively on handcrafted features. While effective, this strategy may miss complex patterns

that could be captured by DL architectures.

Phase 3 - Model Design, Implementation and Evaluation

The third phase represents the core methodological contribution of the thesis. Leveraging the

insights from both the systematic review and the exploratory analysis, this phase aimed to

design, implement, and evaluate an AI model capable of processing IoT-related health data in

a clinically meaningful way. Key objectives of this phase included:

• designing a model architecture capable of capturing temporal dependencies and physio-

logical dynamics in IoT data;

• ensuring robustness to noise and missing values, which are inherent in IoT-based

monitoring;

• exploring the contribution of ML and DL techniques within a unified methodological

framework;

• optimizing the computational efficiency of the model for potential edge or mobile

deployment;

• ensuring interpretability and transparency to facilitate clinical adoption.

The analysis confirmed that the DL model not only minimized false positives but also

improved sensitivity to AF episodes, highlighting its robustness and reliability in clinical

scenarios. Overall, the comparative analysis demonstrates the advantage of end-to-end learning

strategies over handcrafted feature extraction. While ML classifiers remain useful for rapid
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prototyping, DL architectures are better suited to capture subtle and long-range dependencies

in ECG signals.

The next paragraphs will describe the objectives and research questions that will guide the

research work.

Section 2.1 presents the research questions concerning the first phase of the project

development, namely ”Preliminary study and application of artificial intelligence techniques”

will be discussed; in section 2.2, we find those relating to phase 2, namely ”Collection and

analysis of heterogeneous clinical data” and finally in section 2.3 we find those relating to the

third and final phase ”Model design and implementation”.

2.1 Preliminary Study and Application of AI Techniques

The first phase of this research was devoted to a systematic investigation of the existing

literature according to the guidelines of the Kitchenham method [56], with the aim of exploring

the research landscape regarding the application of Artificial Intelligence (AI) techniques in

conjunction with Internet of Things (IoT) technologies within Smart Health applications.

In recent years, a large number of studies have explored how wearable devices, body

sensors, and IoT platforms can be combined with ML and DL methods to support diagnosis,

monitoring, prediction, and decision support in healthcare. However, these contributions are

often fragmented: they focus on specific diseases, narrow use cases, single sensor types, or

isolated algorithmic solutions. A structured and critical analysis of this fragmented landscape

was therefore required to:

• understand which technological approaches are currently adopted to integrate IoT and

AI in Smart Health;

• identify recurring challenges and limitations from both a technical and clinical perspec-

tive;



28

• assess the effective contribution of ML and DL models in extracting clinically meaning-

ful information from IoT-generated data;

• clarify to what extent these models can empirically improve diagnostic accuracy, predic-

tive capabilities, and decision support.

Research Questions

With the objective of identifying the main technological approaches, existing challenges, and

open research gaps that would inform the subsequent phases of this work, a systematic review

was conducted in accordance with established methodological guidelines from evidence-based

software engineering and medical informatics.

The search strategy targeted articles combining the terms Artificial Intelligence, Smart

Health, and Wearable / IoT devices, and was applied to major scientific databases (including,

for example, IEEE Xplore and ScienceDirect).

After applying inclusion and exclusion criteria related to language, time frame, relevance

to IoT-based Smart Health, and explicit use of ML or DL methods, a final set of studies was

retained for in-depth analysis. The selected articles were analyzed along multiple dimensions,

including:

• type of IoT devices and sensing modalities employed (e.g. wearable sensors, environ-

mental sensors, mobile devices);

• data types and pre-processing strategies (physiological signals, activity traces, clinical

records, multimodal data);

• AI techniques used ML algorithms, DL architectures, hybrid approaches);

• targeted application domains (diagnosis, monitoring, prediction, rehabilitation, risk

assessment, etc.);

• performance metrics and reported results;

• considerations on privacy, security, and deployment constraints.
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Starting from the evidence collected in the systematic review, the Research Questions

(RQs) were formulated to capture the technological, methodological, and clinical dimensions

of IoT–AI integration in Smart Health.

RQ1: What are the current technological approaches, challenges, and limitations in

integrating IoT and AI within Smart Health systems?

RQ1 focuses on the integration layer between IoT and AI in Smart Health. Rather than

examining algorithms in isolation, this question considers the entire technological pipeline,

including:

• the types of IoT and wearable devices used for health monitoring (e.g. ECG patches,

smartwatches, inertial sensors, smart textiles);

• the architectures adopted to connect devices, gateways, and cloud or edge platforms

(e.g. edge/fog computing, cloud-centric solutions);

• the strategies used for data acquisition, synchronization, pre-processing, and feature

extraction;

• the main application scenarios (monitoring, diagnosis, prediction, rehabilitation, assisted

living, smart hospitals);

• the challenges encountered in practice, such as data quality issues, sensor heterogeneity,

battery constraints, communication latency, and limited standardization;

• non-technical constraints, including privacy regulations, security vulnerabilities, clinical

acceptance, and usability.

Through this question, the preliminary study aims to build a comprehensive picture of the

current technological landscape of AI-enabled IoT in Smart Health and to identify structural

limitations that must be addressed by future research.



30

The performance of algorithms employed in smart health applications was evaluated

with particular attention to their accuracy and reliability in the analysis, processing, and

classification of data collected by IoT devices in healthcare contexts.

The first step consisted in examining the AI methodologies adopted in the reviewed studies,

with the goal of assessing the complexity and depth of the proposed models.

The choice between ML and DL approaches depends on multiple factors, including data

availability, since DL training typically requires large, well-annotated datasets, whereas ML

techniques can operate effectively even with more limited data. Another determining factor

is the availability of computational resources: DL models generally demand higher com-

putational power both during training and inference, while ML methods tend to be more

lightweight and computationally efficient.

RQ2: What are the privacy and security issues taken into account while using health

data collected from IoT devices?

A crucial dimension of Smart Health concerns the security and privacy of medical data,

as health and medical data is highly sensitive and, therefore, its security and privacy are of

paramount importance. Therefore, in order not to overlook the issues related to these ap-

proaches, we focused on the privacy and security issues faced in the collection and transmission

of health data by IoT devices.

The adoption of IoT devices for continuous monitoring introduces new vulnerabilities

throughout the data lifecycle, from acquisition to transmission, storage, and algorithmic

processing. For this reason, particular attention was dedicated to examining the privacy and

security issues associated with IoT-based health data, thereby addressing RQ2.

Health IoT ecosystems typically rely on wearable sensors, mobile gateways, wireless

communication protocols, and cloud or edge infrastructures. Each of these layers introduces

potential risks. At the device level, limited computational capabilities often prevent the

implementation of strong encryption, making IoT sensors susceptible to unauthorized access,

tampering, or data injection attacks. During transmission, wireless channels can be exposed
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to eavesdropping, replay attacks, or man-in-the-middle attacks, especially when low-power

communication protocols lack robust authentication mechanisms. On the server side, large-

scale storage of medical records raises concerns about data breaches, identity theft, and misuse

of personal information.

In parallel, the integration of AI models into Smart Health systems introduces additional

privacy considerations. ML and DL algorithms require substantial amounts of data for training,

raising the risk of overexposure of personal health information.

Beyond technical vulnerabilities, there are also broader ethical concerns. Patients may be

unaware of the extent of data collected by wearable devices, the entities that have access to

such data, or the purposes for which it is processed. Furthermore, the frequent transmission

of raw biometric signals may increase the attack surface, while poor configuration, outdated

firmware, or lack of secure update mechanisms can further compromise privacy.

2.2 Analysis of IoT Health Data Using Machine Learning

Techniques

The second phase of this research focused on an exploratory analysis conducted on a real

IoT-based biomedical dataset related to paroxysmal atrial fibrillation (PAF). This phase served

as a bridge between the theoretical insights obtained from the systematic review and the design

of the final AI model, and its main purpose was to empirically assess whether ML techniques

could extract clinically meaningful information from physiological signals acquired through

wearable and IoT systems.

In contrast with the first phase, which provided a conceptual and methodological under-

standing of the state of the art, this second phase adopted a data-driven perspective. The

goal was to test, in practice, how traditional ML algorithms perform when applied to real

sensor data characterized by noise, temporal variability, missing segments, and the typical

imperfections of IoT acquisition environments.

The exploratory study involved several steps:

• Data inspection and preprocessing: analysis of signal distribution, detection of noise



32

sources and artifacts, and application of filtering, normalization, and feature extraction

techniques suited for IoT-collected physiological traces.

• Feature engineering: extraction of time-domain and frequency-domain descriptors

commonly used in arrhythmia detection, including statistical metrics, morphological

characteristics, and spectral components.

• Application of ML models: implementation and evaluation of various ML classifiers

such as Support Vector Machines (SVM), k-Nearest Neighbors (k-NN), Random Forests,

and Gradient Boosting methods, selected based on their suitability for small-to-medium

datasets and interpretable decision boundaries.

• Performance assessment: evaluation of accuracy, sensitivity, specificity, and F1-score

to determine whether these models could effectively discriminate between PAF and

non-PAF segments under realistic IoT conditions.

The findings from this phase highlighted both the opportunities and the limitations of using

classical ML techniques in Smart Health scenarios. On one hand, several models demonstrated

good discriminatory power, confirming that IoT-generated physiological data contain mean-

ingful diagnostic information that can be extracted even with lightweight algorithms. On the

other hand, the performance variability across models and the sensitivity to data preprocessing

revealed the intrinsic complexity of working with real-world IoT signals, suggesting the need

for more robust and adaptable approaches.

For this reason, the outcomes of this phase directly motivated the transition toward the

third stage of this thesis, which investigates DL models capable of learning representations

directly from raw physiological signals. The empirical insights obtained here were essential to

understand the strengths and weaknesses of ML in IoT-based health analytics and to guide the

architectural choices of the final AI solution.

Research Questions

The exploratory analysis conducted in this second phase played a crucial role in shaping the

research direction of the thesis. While the systematic review carried out in the first phase
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highlighted a fragmented scientific landscape, characterized by heterogeneous methodologies,

limited real-world validations, and scarce ML IoT integrations, the hands on analysis of

the IRIDIA-AF dataset provided a concrete opportunity to evaluate how ML behaves when

confronted with real IoT-generated physiological signals.

This combination of theoretical insight and empirical experimentation enabled the iden-

tification of the key challenges that arise in practice when applying AI to wearable-derived

biomedical data. Issues such as signal noise, temporal irregularities, inter-patient variability,

and the sensitivity of classical ML models to preprocessing steps became evident during this

exploratory phase. At the same time, several models demonstrated promising discriminatory

power, confirming the presence of clinically meaningful information in IoT-acquired ECG

data.

Building on these observations, the research questions for this phase were defined with the

objective of assessing the concrete potential of ML for Smart Health and of understanding its

role in diagnostic and predictive contexts. The following RQs therefore summarize the core

investigative goals pursued in this phase.

RQ3: What is the potential of ML techniques in extracting and analyzing clinically

meaningful information from IoT-generated health data?

This question aims to determine whether traditional ML algorithms are capable of process-

ing physiological signals acquired through wearable IoT devices in a reliable and clinically

relevant manner. The exploratory study sought to evaluate:

• the extent to which handcrafted temporal and spectral features extracted from ECG

signals can capture patterns associated with paroxysmal atrial fibrillation (PAF);

• whether classical ML models (e.g. SVM, k-NN, Random Forests, Gradient Boosting)

can effectively learn from these features despite the inherent imperfections of IoT-

acquired data;

• the sensitivity of model performance to preprocessing quality, noise removal, and feature
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engineering choices;

• the overall feasibility of employing lightweight ML solutions in Smart Health scenarios

where computational resources and power consumption may be constrained.

The purpose of RQ3 is to establish a baseline understanding of how much clinically mean-

ingful information can be extracted using conventional ML pipelines before advancing toward

more sophisticated DL architectures.

RQ4: What extent can Ml models enhance diagnostic accuracy, predictive capabilities,

and decision support in Smart Health?

While RQ3 focuses on the technical feasibility of feature extraction and pattern recognition,

RQ4 addresses the broader clinical relevance and operational impact of ML in Smart Health.

Specifically, this question investigates:

• how accurately ML models can discriminate between PAF and non-PAF episodes in

long-term wearable ECG recordings;

• whether these models can support early detection, risk stratification, or continuous

monitoring tasks typical of IoT-based healthcare systems;

• the potential of ML to reduce diagnostic delays or provide real-time alerts in wearable

monitoring scenarios;

• the positioning of ML as a decision-support tool in remote cardiac monitoring, especially

in comparison with traditional rule-based or clinician-driven approaches.

By evaluating the diagnostic performance of ML models within the constraints of IoT-based

signal acquisition, RQ4 aims to determine whether classical ML approaches can represent a

meaningful step toward intelligent, continuous, and patient-centered cardiovascular monitoring

systems.
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Together, these research questions provide a structured analytical framework for under-

standing the strengths and limitations of ML in Smart Health and pave the way for the third

phase of the thesis, which investigates whether DL can overcome the challenges observed in

this exploratory study.

2.3 Model Design and Implementation

The third phase of this research focused on the development, implementation, and evaluation

of a DL model specifically tailored for the automated detection of paroxysmal atrial fibrillation

(PAF) using the IRIDIA–AF dataset.

Building upon the insights gained from the exploratory ML study conducted in the second

phase, this part of the work aimed to investigate whether DL architectures, which can auto-

matically learn hierarchical representations from raw or minimally processed signals, could

overcome the limitations observed in classical ML approaches when applied to IoT-generated

ECG data.

While the ML based analysis confirmed that meaningful diagnostic information could

be extracted from wearable ECG traces, it also highlighted several challenges intrinsic to

IoT physiological data, such as temporal variability, noise, morphological distortions, and

the high sensitivity of model performance to preprocessing choices and handcrafted features.

These observations motivated the transition toward a DL approach capable of learning feature

representations directly from the data, without relying exclusively on manual feature extraction.

Research Questions

The third phase of this research represents the natural continuation of the exploratory work

conducted in the previous stage. After assessing the feasibility and limitations of classical ML

techniques applied to IoT generated physiological signals, it became necessary to investigate

whether more advanced Artificial Intelligence approaches, specifically DL architectures,

could address the shortcomings observed in the ML based analysis and offer a substantial

improvement in performance, robustness, and clinical relevance.
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In contrast to traditional ML models, which rely heavily on hand crafted features and

domain specific preprocessing, DL models are capable of learning hierarchical representations

directly from raw or minimally processed data. This property is particularly valuable in Smart

Health contexts, where IoT generated signals are often noisy, complex, and highly variable

across time and individuals. Moreover, physiological signals such as ECG recordings contain

rich temporal and morphological structures that DL models, especially convolutional and

recurrent neural networks, are inherently designed to capture.

The experiences gained from the second phase highlighted several open questions: ML

techniques showed promising results, but their performance was strongly influenced by

feature engineering choices and preprocessing pipelines. Additionally, the presence of motion

artefacts, irregular heart rhythms, missing samples, and the natural variability of IoT acquired

ECG traces exposed the limits of traditional approaches. These considerations motivate

the need for more expressive and resilient modelling techniques capable of automatically

extracting clinically meaningful information and generalizing effectively in real world IoT

scenarios.

For these reasons, the third phase focuses on the design, training, and evaluation of a

DL model built on the same IRIDIA-AF dataset used in the ML based exploratory study.

This enables a direct, controlled comparison between ML and DL approaches, allowing us

to quantify the actual contribution of deep architectures to Smart Health applications and

to understand whether they can offer concrete advantages in terms of diagnostic accuracy,

predictive capability, and decision support.

RQ5: What is the potential of DL techniques in extracting and analyzing clinically

meaningful information from IoT-generated health data?

This research question aims to assess to what extent DL architectures can learn robust and

clinically meaningful representations from physiological signals acquired through wearable

IoT devices, while minimizing the reliance on handcrafted feature engineering. The exploratory

study seeks to evaluate:
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• the ability of DL models to discover and encode complex, non-linear relationships

within ECG signals, potentially overcoming the limitations of handcrafted temporal and

spectral features in characterizing arrhythmic phenomena and distinguishing between

PAF and non-PAF episodes;

• the robustness of these models to noise, motion artifacts, missing samples, and inter-

and intra-subject variability, which are typical of long-term monitoring with wear-

able sensors, by analyzing the impact of different preprocessing, denoising, and data

augmentation strategies;

• the sensitivity of model performance to architectural design choices (network depth,

kernel size, attention mechanisms, normalization layers) and training hyperparameters

(learning rate, batch size, regularization schemes, early stopping criteria);

• the feasibility of designing and deploying lightweight or compressed DL models (for

example, via pruning, quantization, knowledge distillation, or inherently efficient archi-

tectures for edge computing) that comply with the memory, computational, and energy

constraints of Smart Health and IoT environments.

This question aims to assess whether DL architectures, thanks to their ability to learn

directly from raw ECG signals, can capture subtle temporal and morphological patterns that

classical ML methods may overlook. It explores the suitability of different DL paradigms for

processing IoT acquired physiological data and evaluates their ability to generate meaningful,

stable, and clinically interpretable representations.

RQ6: To what extent can DL models enhance diagnostic accuracy, predictive capabilities,

and decision support in Smart Health?

Whereas RQ5 focuses on the technical feasibility of representation learning and pattern

discovery, RQ6 addresses the broader clinical relevance and operational impact of DL in

Smart Health scenarios. In this regard, the question investigates how far DL based systems

can improve diagnostic performance, enable advanced predictive functionalities, and support
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clinical decision making in remote cardiac monitoring and continuous ECG analysis. More

specifically, this research question examines:

• how accurately DL models can discriminate between PAF and non-PAF segments in

long-term wearable ECG recordings, considering clinically meaningful metrics such

as sensitivity, specificity, precision, recall, and area under the ROC curve, even in

imbalanced and noisy conditions;

• whether such models can support early detection and risk stratification by forecasting

impending arrhythmic events or continuously estimating indicators of cardiovascular

risk, thereby enabling more timely and personalized interventions;

• the potential of DL–based systems to provide near real-time alerts or notifications

within IoT-enabled telemedicine platforms, and the associated trade-offs between re-

sponsiveness, false alarm rates, and the cognitive workload imposed on clinicians and

patients;

• the role of DL as a decision-support tool in remote cardiac monitoring, including its

integration with explainability methods (e.g. saliency maps, attention-based visualiza-

tion, post-hoc explainable AI techniques) and its comparative advantages or limitations

with respect to rule-based systems and traditional ML approaches in terms of usability,

clinical trust, and impact on workflow.

By evaluating diagnostic performance, predictive power, and integration into real world

Smart Health infrastructures, RQ6 aims to determine whether DL models can represent a

substantive step toward intelligent, continuous, and patient centered cardiovascular monitor-

ing solutions, and to what extent they can pave the way for increasingly autonomous and

personalized digital health systems.

Together, these research questions define the analytical framework of the third phase and

provide a structured basis for evaluating the real contribution of DL in IoT-driven Smart Health

applications.
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2.4 Workflow and Background

The methodology adopted to address the research questions was common to all of them, this is

because they are all the result of the application of an artificial intelligence process to medical

data. Therefore, regardless of the type of data considered, the steps to follow are the same,

therefore this paragraph describes them briefly.

The design of an AI model in Smart Health requires a structured and iterative workflow

that spans from understanding the data to the development, optimization, and evaluation of

the final predictive system. While standard AI pipelines define a set of canonical stages, in

practice these steps must be adapted to the characteristics of the data, the specific clinical task,

and the constraints of IoT-based acquisition.

In this thesis, the methodological process has been tailored to the analysis of physiological

signals collected from wearable devices and to the development of a DL model capable of

detecting paroxysmal atrial fibrillation (PAF). As established in the previous phases, the pre-

dictive task addressed in this work is a supervised classification problem: given physiological

time-series acquired in an IoT setting, the goal is to predict the disease.

The experience gained during the exploratory ML phase demonstrated the feasibility and

limitations of traditional approaches, paving the way for the design of a more expressive and

robust DL solution that can more effectively capture temporal and morphological patterns

embedded in raw or minimally processed IoT data.

The main phases of the development pipeline, each of which will be detailed in the

following sections, are summarised below:

• Data collection and understanding

• Preprocessing and segmentation

• Model design and training

• Hyperparameter optimisation

• Model evaluation
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• Explainability

2.4.1 Data Collection and Understanding

In any artificial intelligence development pipeline, the quality of the resulting model is strongly

influenced by the characteristics of the data on which it is trained. For this reason, the first

essential step concerns the selection of a dataset that is both relevant to the problem at hand

and obtained from a reliable source, an aspect that is particularly important when dealing with

sensitive clinical information.

Once the dataset has been acquired, it becomes necessary to perform an Exploratory Data

Analysis (EDA) to gain a comprehensive understanding of its structure and content. This phase

includes the examination of variable distributions, the identification of noise, inconsistencies,

or missing values, and the assessment of potential correlations that may inform subsequent

modelling choices. Through descriptive statistics and signal inspection, EDA provides valuable

insight into the overall quality of the data and helps determine which transformations or feature

engineering strategies may be required.

A critical component of this process is evaluating the representativeness of the available

data with respect to the clinical task. Datasets affected by class imbalance or insufficient

variability may hinder the model’s ability to generalize to new, unseen cases. Therefore, special

attention must be devoted to analysing the distribution of the target classes and ensuring that

the selected sample adequately reflects the population of interest, particularly when addressing

classification problems.

2.4.2 Preprocessing and Segmentation

Data pre-processing is a fundamental step in the development of any artificial intelligence

model, as it transforms raw data into a form suitable for analysis and model training. Sensor

measurements, IoT data streams, and clinical repositories frequently contain noise, missing

values, inconsistent formats, or redundant information; if left untreated, these issues can hinder

the learning process and negatively affect the interpretability of the final results. For this

reason, data preparation is often one of the most time-consuming phases of an AI pipeline and
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involves a structured set of operations aimed at improving data quality and coherence. The

pre-processing workflow typically includes several key activities:

• Data Integration: combining information from heterogeneous sources—such as clinical

databases, wearable devices, or online platforms—while enforcing a consistent schema

across all inputs. During this phase, it is crucial to avoid unnecessary duplication and

ensure semantic consistency among merged datasets.

• Data Reduction: producing a more compact representation of the data without com-

promising relevant information. Common strategies include dimensionality reduction

techniques (e.g. PCA, SVD), data compression, aggregation, or discretization, with the

aim of simplifying the dataset and reducing computational overhead.

• Data Cleaning: detecting and correcting errors, inconsistencies, duplicated entries,

missing values, or anomalous samples. This step is especially critical in medical datasets,

which often exhibit irregularities due to acquisition errors, physiological variability, or

interruptions in sensor recordings.

• Data Transformation: applying operations such as normalization, standardization,

smoothing, encoding of categorical variables, or feature engineering. These trans-

formations help create features that are more informative and better aligned with the

requirements of the selected learning algorithm.

When the number of available instances is limited—a common scenario in biomedical

applications—data augmentation techniques may be introduced to artificially expand the

dataset. This approach is particularly valuable in DL, as it increases variability in the training

set, reduces the risk of overfitting, and improves model generalization to unseen data.

Another frequent issue concerns class imbalance, which may bias the model toward the

majority class. To address this problem, oversampling techniques such as SMOTE (Synthetic

Minority Oversampling Technique) can be employed. SMOTE generates synthetic samples

of the minority class by identifying the k nearest neighbours of each selected instance and

creating new points through linear interpolation in the feature space.
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2.4.3 Model Design and Training

The choice of the modelling approach is fundamentally driven by the nature of the data

and by the specific objectives of the task. Once the dataset has been pre-processed and

its characteristics sufficiently understood, it becomes possible to determine which category

of algorithms is most suitable whether traditional ML techniques or more complex DL

architectures, and whether the task should be framed within supervised or unsupervised

learning paradigms.

After selecting the appropriate algorithmic family, the next step consists of training the

model on a designated training subset of the data. During this phase, the model progressively

learns the underlying relationships, structures, and patterns present within the input features.

This learning process is iterative and involves the adjustment of internal parameters (such as

weights in neural networks or splitting criteria in decision trees) so as to minimize prediction

errors with respect to the ground-truth labels.

The training step also requires defining several design choices, such as the loss function,

the optimisation algorithm, and the evaluation protocol adopted for monitoring the learning

progress. In the context of healthcare data, particularly physiological signals acquired through

IoT systems, this phase becomes crucial, as the model must learn to recognise subtle and often

noisy patterns that may indicate clinically meaningful conditions.

Ultimately, the goal of the training process is to build a model that generalises well to

unseen data, preserving robustness and reliability when applied to new patient recordings

or real-world scenarios. To ensure this, the training phase is typically followed by rigorous

validation procedures, which guide the selection of hyperparameters and help mitigate risks of

overfitting.

Decision Tree-based Algorithms

Decision tree methods constitute a family of supervised learning techniques widely employed

in both classification and regression problems. These algorithms operate by recursively

partitioning the feature space into increasingly homogeneous subsets, producing a hierarchical

tree structure in which each internal node represents a decision rule and each leaf corresponds
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to a predicted class or numerical output.

A decision tree is built starting from a root node that represents the entire dataset. At

each step, the algorithm selects a feature and a corresponding threshold to divide the data

into subgroups that are more uniform with respect to the target variable. This subdivision is

guided by impurity measures such as Gini index or entropy for classification, and metrics like

Mean Squared Error (MSE) for regression. The recursive splitting continues until a stopping

criterion is met, producing a set of leaf nodes that ideally contain samples belonging to the

same class or with similar numerical values.

One of the distinctive characteristics of decision trees is their high degree of interpretability:

each prediction can be traced back to a sequence of simple rules, normally easy to understand

even for non-experts. This aspect makes them particularly appealing in domains such as

medicine, where transparent decision processes are often required. Additional advantages

include their ability to deal with both categorical and continuous variables, their limited need

for extensive pre-processing (e.g. no requirement for feature scaling), and their capacity to

handle missing values by redirecting samples through alternative branches.

Nevertheless, decision trees also present several drawbacks. They tend to overfit the

training data if grown without constraints, and even small perturbations in the dataset can

lead to substantial changes in the final structure, reducing model stability. For these reasons,

tree-based models are often used within ensemble approaches, which combine multiple trees

to produce more robust and accurate predictions. Among the most common algorithms based

on decision trees, we recall:

• Decision Tree Classifier (DTC): Often associated with early algorithms such as ID3,

this model builds a tree by selecting, at each iteration, the feature that maximizes an

impurity reduction measure. The classifier proceeds greedily, choosing the best split

available at the local level without exploring alternative global configurations. New

samples are classified by following the path determined by the decisions encoded in the

internal nodes until a leaf is reached.

• Random Forest Classifier (RFC): This ensemble method constructs numerous decision

trees, each trained on a bootstrap sample of the original dataset. For every node, only
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a random subset of features is considered when computing the best split. The final

prediction is obtained via majority voting (classification) or averaging (regression). The

use of multiple diversified trees mitigates overfitting and generally increases predictive

performance and generalization.

• Extra Trees Classifier (EXTC): Similar in structure to Random Forests, Extra Trees

employ even greater randomization. Instead of searching for the optimal splitting

threshold, the algorithm chooses random cut points for each candidate feature, which

accelerates training time and reduces variance. The increased randomness typically

results in more stable and often more generalizable models, although at the cost of

reduced interpretability compared to a single decision tree. This method is particularly

useful when robustness and execution speed are priorities.

Boosting Algorithms

Boosting algorithms constitute a family of supervised ML methods designed to enhance pre-

dictive performance by combining multiple weak learners into a single, more accurate model.

Unlike ensemble strategies such as bagging—where base models are trained independently and

aggregated in parallel—boosting follows a sequential learning scheme. Each learner is added

one at a time, and every new model is specifically trained to reduce the errors produced by the

previous ones. This iterative refinement allows boosting techniques to focus progressively on

the most difficult instances within the dataset.

One of the main strengths of boosting approaches lies in their ability to achieve high pre-

dictive accuracy even when individual learners, typically shallow decision trees, have limited

capacity. Algorithms such as AdaBoost, Gradient Boosting, and XGBoost are particularly

effective at modeling nonlinear relationships and complex interactions between variables,

making them suitable for a wide range of tasks, including classification, regression, and

ranking problems. In addition, boosting methods generally offer good robustness against

overfitting, especially when appropriate regularization mechanisms and early stopping criteria

are adopted. However, these advantages come at the cost of increased computational load:

boosting models often require longer training times and careful tuning of hyperparameters
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to ensure stable performance. Interpretability is another challenge, as boosted ensembles are

considerably more complex than single decision trees. The principal boosting algorithms

considered in this work are summarised below:

• AdaBoost Classifier (Adaptive Boosting, ABC: AdaBoost constructs an ensemble by

sequentially adding simple learners, typically decision stumps (e.g. trees with depth

equal to one). At each iteration, training samples that were incorrectly classified receive

a higher weight, forcing the next learner to prioritise these difficult cases. The final

prediction is obtained through a weighted combination of all weak learners, where more

accurate learners exert greater influence. Although AdaBoost is easy to implement and

can substantially improve the performance of weak classifiers, it is sensitive to noisy

data and outliers, since misclassified samples progressively gain higher importance in

the learning process.

• Gradient Boosting Classifier (GBC): Gradient Boosting extends the boosting prin-

ciple by constructing new learners to directly minimize the residual errors left by the

previous ensemble. Instead of reweighting samples as in AdaBoost, each new tree is

trained to model the gradient of the loss function, thus iteratively correcting prediction

discrepancies. This approach provides high flexibility and the ability to optimize a

wide variety of differentiable loss functions. Nevertheless, Gradient Boosting demands

careful tuning of parameters such as learning rate, number of trees, and tree depth to

prevent overfitting, and it can be computationally expensive on large datasets.

• Extreme Gradient Boosting Classifier (XGBoost, XGBC): XGBoost is an optimized

and regularized implementation of Gradient Boosting, designed to offer superior com-

putational efficiency and scalability. It incorporates several engineering improvements,

including parallelized tree construction, efficient memory usage, and explicit regu-

larization terms to control model complexity. Moreover, XGBoost naturally handles

missing values and can manage very large datasets with high speed. Thanks to its strong

predictive performance and robustness, XGBoost has become one of the most widely

adopted boosting algorithms in ML competitions and real-world applications.
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• Categorical Boost Classifier (CatBoost, CBC): CatBoost is a boosting algorithm

specifically developed to process categorical variables more effectively than traditional

methods. Instead of relying on external encoding techniques such as one-hot encod-

ing, CatBoost introduces a target-based encoding strategy that transforms categorical

attributes while reducing the risk of target leakage. Its symmetric tree construction and

built-in regularization mechanisms contribute to reducing bias and overfitting, enabling

the model to perform reliably even on small or noisy datasets. CatBoost is particularly

advantageous when working with data that contain many categorical features, offering

competitive accuracy with lower preprocessing requirements compared to other boosting

methods.

Probabilistic and Distance-Based Algorithms

Probabilistic and distance-based methods represent a class of supervised learning algorithms

that rely on statistical principles or geometric reasoning to perform classification or regres-

sion. These approaches differ substantially from tree-based or ensemble models, as they

make explicit assumptions about data distributions or rely on similarity measures between

observations.

• Naive Bayes Classifier (NBC): The Naive Bayes classifier is founded on Bayes’ the-

orem and assumes that the features used for prediction are conditionally independent

given the target class. This “naive” assumption simplifies computation, making the

model extremely lightweight and fast to train. NBC estimates the probability that an

input belongs to each class by combining prior probabilities with the likelihood of

the observed features, subsequently assigning the sample to the class with the highest

posterior probability.

Despite its simplicity, Naive Bayes is remarkably effective in many scenarios, partic-

ularly when dealing with large, noisy, or partially incomplete datasets. It is widely

used in text classification, spam detection, and medical filtering tasks. Its primary

limitation stems from the independence assumption: when strong correlations exist

among features, its predictive performance may decline. Nonetheless, in contexts where
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dependencies are weak or the dimensionality is high, NBC often provides robust and

interpretable results.

• K-Nearest Neighbors Classifier (KNNC): The K-Nearest Neighbors algorithm is a

non-parametric method used for both classification and regression. Unlike other models,

KNNC does not build an explicit predictive function during training; instead, it stores

the dataset and bases predictions on the distance between samples. To classify a new

observation, the algorithm identifies the K closest points, according to a distance metric

such as Euclidean distance, and assigns the most frequent class among those neighbors.

KNNC is intuitive and easy to implement, leveraging the principle that samples close

in feature space tend to share the same label. However, it has several drawbacks: it is

computationally expensive during inference, sensitive to outliers and noisy data, and

strongly influenced by the choice of K. A very small K may lead to highly unstable

predictions, while a large K may obscure local structure in the data. Additionally,

performance degrades significantly when dealing with high-dimensional data, due to

the well-known “curse of dimensionality.”

• Quadratic Discriminant Analysis (QDA): Quadratic Discriminant Analysis is a proba-

bilistic classifier based on modeling each class as a multivariate Gaussian distribution.

Unlike Linear Discriminant Analysis (LDA), QDA allows each class to have its own

covariance matrix, enabling the construction of nonlinear decision boundaries. Using

Bayes’ rule, QDA computes posterior class probabilities by combining prior information

with the likelihood computed from Gaussian densities.

The flexibility of QDA makes it suitable for complex classification tasks where class

boundaries are curved or irregular. However, this flexibility comes at the cost of

estimating a greater number of parameters compared to LDA, which increases the risk

of overfitting especially when the dataset is small. QDA also assumes that data follow

a Gaussian distribution, and violations of this assumption can reduce performance.

Despite these constraints, QDA remains a valuable tool in fields such as medical

diagnosis, pattern recognition, and financial modeling, where nonlinear separability is
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often present.

Deep Learning Networks

DL represents a paradigm shift in artificial intelligence. Rather than relying on manually

designed features, DL architectures automatically learn hierarchical representations directly

from raw data. This is achieved through deep neural networks composed of multiple layers of

nonlinear transformations, where each successive layer extracts increasingly abstract features.

• Convolutional Neural Networks (CNNs): Convolutional Neural Networks are a class

of deep neural networks originally designed for image analysis but now widely applied

to diverse data modalities, including onedimensional signals such as speech, sensor

readings, and electrocardiograms. Their key innovation lies in the convolutional layer,

where learnable filters (also called kernels) are applied across local regions of the input,

producing feature maps that capture spatially or temporally localized patterns. Formally,

the convolution operation for a one-dimensional input x with kernel w of size k is

expressed as:

s(t) = (x∗w)(t) =
k−1

∑
i=0

wi · xt+i,

where s(t) represents the activation at position t. During training, both the kernel

weights w and bias terms are learned via backpropagation, allowing the filters to adapt

to taskspecific features. CNNs are organized in hierarchical blocks, each performing a

sequence of transformations:

1. Convolutional layers: apply multiple filters to detect local patterns such as edges,

peaks, or oscillations. In the case of biomedical signals, these filters often capture

recurring motifs like QRS complexes or periodic oscillatory patterns.

2. Activation functions: nonlinear mappings, most commonly the Rectified Linear

Unit (ReLU), are applied to the convolution outputs, introducing nonlinearity and

improving representational capacity.
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3. Pooling layers: reduce the dimensionality of feature maps by downsampling,

typically via max pooling or average pooling. This introduces invariance to small

translations and reduces computational cost, while preserving the most salient

features.

4. Normalization layers: such as batch normalization, which stabilize training by

normalizing intermediate activations, improving both convergence speed and

generalization.

5. Fully connected layers: at the final stage, feature maps are flattened and connected

to dense layers that integrate local features into global representations. The output

layer typically uses a sigmoid (for binary classification) or softmax (for multi-class

problems) activation.

One of the strengths of CNNs is their ability to build hierarchical feature representations:

lower layers capture low-level features (short-term patterns, sharp transitions), while

deeper layers combine them into high-level abstractions (complex shapes, rhythm

irregularities). This property is particularly advantageous for structured data where both

local details and global structures are relevant.

Another important aspect is weight sharing. Unlike fully connected networks, where

each parameter is unique to a connection, CNN filters are applied across the entire input

domain. This drastically reduces the number of parameters, improving efficiency and

mitigating overfitting, especially when training data is limited.

In addition, CNNs benefit from translation invariance: a pattern recognized in one part

of the signal can also be detected elsewhere with the same filter. For one-dimensional

biomedical signals such as ECG, this property is crucial because pathological patterns

(e.g. fibrillatory waves) may appear at arbitrary positions in the input segment. Over

time, several architectural refinements have been introduced, including Deeper CNNs

with many stacked layers (e.g. VGG, ResNet) to capture complex hierarchical features,

Dilated convolutions, which expand the receptive field without increasing the number of

parameters, useful for modeling long temporal dependencies and 1D CNNs, specifically
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tailored to sequential data, which process signals along the temporal axis instead of

spatial grids.

Thanks to these properties, CNNs have become a cornerstone in DL for pattern recogni-

tion, offering a powerful compromise between expressiveness, computational efficiency,

and scalability. Their ability to directly learn task-specific filters makes them partic-

ularly effective in domains where manual feature extraction is challenging or suboptimal.

• Recurrent Neural Networks (RNNs): Recurrent Neural Networks (RNNs) extend

traditional feedforward architectures by introducing feedback connections that allow

information to persist across time steps. Given a sequence of inputs {x1,x2, . . . ,xT}, an

RNN updates its hidden state ht at each time step according to:

ht = σ(Whht−1 +Wxxt +b) ,

where Wh and Wx are weight matrices, b is a bias term, and is a nonlinear activation

(e.g. tanh). This recurrent formulation makes RNNs suitable for tasks where order and

temporal context matter, such as speech recognition, natural language processing, and

physiological time series. At each step, the hidden state acts as a compressed memory

of all previous inputs.

However, training RNNs on long sequences is challenging due to the problem of

vanishing and exploding gradients. As the error signal is backpropagated through

many time steps (Backpropagation Through Time, BPTT), gradients may diminish

to near zero or grow uncontrollably, preventing the effective learning of long-term

dependencies.

Consequently, vanilla RNNs tend to capture only short-term patterns, limiting their

performance in complex sequential modeling tasks. Despite these limitations, RNNs

introduced the key idea of modeling temporal dynamics within neural networks, paving

the way for more advanced recurrent architectures.
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• Long Short-Term Memory (LSTM): Long Short-Term Memory (LSTM) networks

were developed to overcome the vanishing gradient problem inherent in RNNs. An

LSTM introduces a memory cell that explicitly maintains information over time, together

with gating mechanisms that regulate the flow of information.

ft = σ
(
Wf · [ht−1,xt ]+b f

)
,

it = σ(Wi · [ht−1,xt ]+bi) ,

ot = σ(Wo · [ht−1,xt ]+bo) ,

c̃t = tanh(Wc · [ht−1,xt ]+bc) ,

ct = ft ⊙ ct−1 + it ⊙ c̃t ,

ht = ot ⊙ tanh(ct).

Through this design the forget gate discards irrelevant information, the input gate adds

new information to the memory cell, the output gate controls what is exposed to the

next hidden state.

LSTMs thus maintain a stable memory over long sequences, enabling the modeling of

complex temporal dependencies. They have been widely adopted in language modeling,

speech recognition, machine translation, and biomedical time series forecasting. While

computationally more demanding than vanilla RNNs, their ability to capture longterm

context makes them a standard baseline for sequence learning.

• Bidirectional Long Short-Term Memory (BiLSTM): Bidirectional LSTMs (BiL-

STMs) extend LSTMs by processing input sequences in both forward and backward

directions. This design allows the network to exploit not only past information but

also future context, producing richer sequence representations. Formally, a BiLSTM

computes two hidden states for each time step:

h⃗t = LSTM f (xt ,⃗ht−1), ht = LSTMb(xt ,ht+1),
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and concatenates them into:

ht = [⃗ht ; ht ].

The main benefits of BiLSTMs include:

– Comprehensive context modeling: by integrating past and future states, BiL-

STMs better capture dependencies spanning both directions.

– Noise robustness: bidirectional context smooths over irregularities in sequential

data.

– Superior performance in classification: many sequential tasks (speech recog-

nition, named entity recognition, ECG analysis) benefit from having the entire

sequence before decision-making.

The main drawback of BiLSTMs is their increased computational cost and memory

footprint, as they require approximately twice the parameters of standard LSTMs.

Nonetheless, in many applications, the performance gains justify the added complexity.

• Temporal Convolutional Networks (TCNs): Temporal Convolutional Networks

(TCNs) provide an alternative to recurrent architectures for sequence modeling. Instead

of sequential processing, TCNs employ causal onedimensional convolutions, ensuring

that predictions at time t depend only on present and past inputs. By stacking layers of

dilated convolutions, the receptive field grows exponentially with depth, allowing TCNs

to capture longterm dependencies efficiently. Key components of TCNs include:

– Causal convolutions, which preserve the temporal ordering of input data.

– Dilated convolutions, which insert gaps between kernel elements to expand the

receptive field without increasing parameters.

– Residual connections, often employed to stabilize training in deep TCNs and

facilitate gradient flow.

Compared to RNNs and LSTMs, TCNs offer several advantages:
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– Parallel computation across time steps, improving training efficiency.

– More stable gradients, avoiding vanishing/exploding issues.

– Competitive or superior accuracy in tasks such as speech synthesis, machine

translation, and time series forecasting.

A limitation of TCNs is their higher memory usage for very long sequences, as in-

termediate convolutions must be stored. Nonetheless, they have emerged as a strong

alternative to recurrent models, combining the benefits of convolutional architectures

with the ability to model longrange dependencies.

2.4.4 Hyperparameter Optimisation

Optimizing the hyperparameters of a model represents a fundamental step in the development

of any ML pipeline, as these parameters govern the model’s behavior, capacity, and ability

to generalize beyond the training data. Hyperparameters influence aspects such as model

complexity, learning dynamics, regularization strength, and the structure of the predictive

function itself. An inappropriate hyperparameter configuration may lead to phenomena such

as overfitting, where the model adapts excessively to training data and fails to generalize, or

underfitting, in which the model is too simple to capture the intrinsic structure of the data.

For these reasons, the optimization phase aims to systematically explore alternative con-

figurations to identify those that maximize performance metrics while maintaining a balance

between expressiveness and generalization. This process often involves the evaluation of

multiple parameter combinations, enabling the construction of a more robust model than one

relying on default or arbitrarily chosen values. Additionally, hyperparameter tuning can play a

key role in improving computational efficiency: an optimally configured model may require

fewer training iterations, converge faster, and achieve better predictive stability.

Among the most widely adopted techniques, Grid Search stands out as a systematic and

exhaustive approach: it explores all possible combinations within a predefined parameter

grid to identify the configuration that maximizes a selected performance metric. Although

computationally intensive, Grid Search offers an effective and reproducible mechanism for
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identifying optimal hyperparameters, especially when the search space is limited or well-

defined.

In the context of this thesis, two different strategies were adopted depending on the type

of model. For traditional ML classifiers, the default hyperparameter configurations provided

by the respective libraries were employed. This choice reflects the objective of establishing

a solid and unbiased baseline across heterogeneous algorithmic families such as tree-based,

linear, probabilistic, kernel-based, and shallow neural models while avoiding extensive tuning

procedures that could lead to overfitting specific characteristics of the dataset.

Conversely, for DL architectures, a dedicated hyperparameter optimization process was

carried out to ensure stable convergence, prevent divergence during training, and improve

the model’s generalization capability. The DL training pipeline relies on the binary cross-

entropy loss function optimized with the Adam optimizer. Furthermore, training stability and

generalization are enhanced through the use of callbacks such as Early Stopping and Model

Checkpointing, while Dropout layers and Max Pooling contribute additional regularization.

Overall, the methodology integrates two complementary paradigms: on one hand, feature-

based ML models offer interpretability, computational efficiency, and operational stability,

qualities that are essential for clinical applicability and edge deployment. On the other hand,

DL architectures leverage hierarchical representation learning to capture complex spatio-

temporal patterns directly from raw data, achieving state-of-the-art predictive performance.

The synergy of these two approaches provides a comprehensive perspective on the potential

and limitations of AI techniques applied to IoT-derived health data.

2.4.5 Model Evaluation

Validating a ML model is a fundamental step to ensure that its predictions are reliable and

applicable beyond the data used for training. Building a model is not sufficient: its performance

must be evaluated rigorously to verify that it generalizes well and that the results can be trusted

in real clinical or operational contexts. Only in very rare cases, typically when extremely

large and representative datasets are available, can validation be considered less critical. In

most practical scenarios, however, the available data only partially reflect the true population,



55

making systematic validation indispensable.

The choice of an appropriate validation strategy strongly influences the robustness and

credibility of the resulting model. Different techniques exist, each with advantages and

limitations, and selecting the method that best fits the characteristics of the data is crucial for

developing transparent, unbiased, and dependable AI systems.

Once preprocessing has been completed, the dataset is typically divided into two main

subsets: a training set, used to fit the model, and a test set, used exclusively to assess its

final performance. In many cases, an additional validation set is also created to fine-tune

hyperparameters and guide intermediate evaluations during model development.

One of the simplest and most widely used strategies for this division is the Holdout

method, which splits the dataset into two or three portions for example, two-thirds for training

and one-third for testing. Although intuitive, this approach suffers from a key limitation: the

resulting subsets might not be fully representative. In classification tasks, for instance, minority

classes may be underrepresented or even completely absent in one split, leading to biased

training and unreliable test results. A refined version, known as stratified holdout, preserves

the original proportion of classes across splits, partially mitigating this issue; however, when

the dataset is small, underrepresentation problems may persist.

A more robust alternative is K-Fold Cross-Validation. In this method, the dataset is

partitioned into k equally sized folds. At each iteration, one fold acts as the validation set,

while the remaining k−1 folds are used for training. This process is repeated k times so that

every sample appears once in the validation set and k−1 times in the training set. The final

performance is then computed as the average across all iterations, yielding a more stable and

reliable estimate and reducing the impact of random sampling variability typically associated

with a single train/test split.

Despite its advantages, K-Fold Cross-Validation requires higher computational effort,

as the training process must be repeated k times. Nevertheless, it remains one of the most

effective and widely adopted validation techniques when the goal is to obtain a trustworthy

and generalizable evaluation of model performance.

The confusion matrix, therefore, describes the complete performance of the model assessed
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using accuracy, precision, recall, F1-score, and the confusion matrix, which allows quantifying

both correctly and incorrectly classified segments. The confusion matrix distinguishes true

positives (TP), true negatives (TN), false positives (FP), and false negatives (FN), thus enabling

the computation of the following measures.

Accuracy (A) measures the proportion of correctly classified instances over the total

number of predictions. Defining true positives (TP) and true negatives (TN) as the correctly

classified instances and false positives (FP) and false negatives (FN) as the incorrectly classified

instances, accuracy is defined as follows:

A =
T P+T N

T P+FP+T N +FN
.

Precision (P) quantifies the fraction of true positives among all instances predicted as

positive. More specifically, Precision is the ability of a classifier not to label a positive instance

that is actually negative; it is, therefore, the percentage of correct positive predictions (TP) on

the total positive predictions of the model (correct TP or wrong FP). It is defined as follows:

P =
T P

T P+FP
.

Recall (R) referred to as sensitivity, evaluates the proportion of correctly identified positive

cases over the total number of actual positive cases.

R =
T P

T P+FN
.

F1-Score (F1) computed as the harmonic mean of precision and recall, which gives more

weight to small values. This causes a classifier to achieve a high F1-Score only when both

Precision and Recall are high.

F1 = 2 · P ·R
P+R

.

In addition to these metrics, for DL models we also monitored the loss function, which

quantifies the discrepancy between the predicted and the true labels. In this study, binary

cross-entropy was adopted as the probabilistic loss function, optimized with Adam. Learning
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curves of accuracy and loss across epochs were analyzed to assess generalization performance

and detect potential signs of overfitting or underfitting.

2.4.6 Explainability

Explainability represents a crucial aspect in the development of AI systems for healthcare,

as it aims to provide transparency regarding how a model produces its predictions. In clin-

ical contexts, the ability to justify and interpret decisions is fundamental for fostering trust

among medical professionals and enabling the safe integration of AI solutions into real-world

workflows. Unlike classical ML classifiers, whose decision boundaries can often be inspected

through feature importance analyses or rule-based structures, DL architectures inherently

operate as black-box models, making their internal reasoning less transparent.

For this reason, explainability was considered as an important methodological dimension

of the proposed framework, particularly with regard to the potential clinical deployment

of the CNN+BiLSTM architecture developed in the third phase of this work. In particular,

saliency-based approaches and the analysis of the contribution of convolutional filters and

recurrent temporal dynamics were identified as relevant strategies to investigate which parts of

the ECG signal most influence the model’s predictions.

Although explicit explainability outputs are not included among the experimental results

reported in this thesis, preliminary qualitative inspections of activation patterns suggested that

the model focuses on physiologically relevant ECG regions. The integration of interpretability

techniques remains a key direction for future development. Such analyses would be valuable

to: (i) assess the clinical plausibility of the learned representations; (ii) identify possible model

biases or artefact-driven behaviours; and (iii) support a more transparent comparison between

feature-based ML classifiers and end-to-end DL solutions.

In this perspective, explainability is not treated as a secondary add-on, but as an essential

component for strengthening the reliability, transparency, and adoption potential of AI models

in Smart Health applications.



58



CHAPTER

3 Approach and Methodologies

The research presented in this thesis was developed through a structured, multi phase

methodological framework designed to progressively explore, analyse, and model the inte-

gration of Artificial Intelligence techniques within IoT based Smart Health systems. Rather

than relying on a single analytical perspective, the work follows a sequential approach in

which each phase builds upon the findings of the previous one, ensuring both coherence and

methodological rigour.

The first phase focused on a systematic exploration of the existing scientific literature,

aimed at understanding the state of the art in IoT and AI integration for Smart Health. This

stage provided the conceptual foundations of the thesis, identifying the principal technological

approaches, recurring challenges, open limitations, and privacy or security issues associated

with the processing of IoT generated health data. The outcomes of this analysis enabled the

formulation of the first set of research questions and guided the definition of the experimental

directions pursued in the subsequent phases.

The second phase shifted to an empirical perspective by selecting a real biomedical

dataset and conducting a comprehensive evaluation of traditional ML techniques. Using the

IRIDIA–AF long term ECG dataset as a testbed, this phase assessed the ability of classical

ML algorithms to extract clinically meaningful information from IoT acquired physiological

signals and to support diagnostic tasks such as atrial fibrillation detection. This investigation
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provided valuable insights into the strengths and limitations of feature based ML approaches

when applied to real, noisy, and irregular IoT health data.

Building on these results, the third phase developed and evaluated a DL model capable of

operating directly on raw ECG segments. This stage aimed to determine whether end–to–end

neural architectures, such as CNN–BiLSTM hybrids, could surpass the performance of ML

classifiers and offer improved diagnostic accuracy, predictive capabilities, and generalisation.

By comparing the results of DL models with those obtained in the previous phase, this final

step provided an evidence based answer to the research questions regarding the potential of

DL techniques in Smart Health.

Together, these three phases constitute an integrated methodological pipeline that pro-

gressively moves from theoretical understanding, to empirical ML evaluation, and finally to

advanced DL modelling. This structure ensures that the final conclusions are grounded in both

literature evidence and rigorous experimental analysis across different AI paradigms.

3.1 Preliminary Study and Application of AI Techniques

The methodological approach adopted to conduct this research [10] was inspired by the

principles formalised by Kitchenham (2004) [56] for evidence-based software engineering.

In line with these guidelines, the study followed a structured and replicable process aimed

at identifying, selecting, and analysing the most relevant scientific contributions related to

the integration of Internet of Things (IoT) technologies and Artificial Intelligence (AI) within

Smart Health systems.

The objective of the methodology was to gather consolidated knowledge regarding both (i)

the technological approaches, challenges, and limitations surrounding IoT and AI integration

in healthcare (RQ1), and (ii) the privacy and security issues arising from the collection and

processing of health data through IoT devices (RQ2). To this end, the following sequential

phases were defined:

• Formulation of research questions: identification of the two guiding questions focus-

ing on technological advances and security concerns in IoT-based Smart Health.
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• Definition of search keywords and query construction: extraction of the most rep-

resentative terms associated with IoT, AI, Smart Health, privacy, and security, then

combined into a structured query suitable for scientific search engines.

• Selection of electronic databases: identification of the most authoritative sources in

the field (e.g. IEEE Xplore, PubMed, ACM Digital Library, Scopus), ensuring adequate

coverage of both technological and healthcare-oriented literature.

• Application of initial filtering criteria: definition of temporal boundaries, language

constraints, and relevance requirements to eliminate clearly unsuitable publications.

• Screening of titles and abstracts: exclusion of duplicated or contextually irrelevant

studies through a first-level assessment.

• Full-text eligibility assessment: evaluation of the remaining documents using more spe-

cific inclusion criteria related to IoT architectures, AI methodologies, data management,

and security/privacy considerations.

• Structured analysis of selected studies: extraction and synthesis of the information

necessary to answer RQ1 and RQ2, focusing on technological solutions, methodological

approaches, limitations, and identified risks in the handling of health data.

To select the articles on which our research work focused, the following two main databases

were used:

• IEEEXplore: a digital library and research database for discovering and accessing

journal articles, conference proceedings, technical standards, and related materials in

computer science, electrical engineering, electronics, and related fields;

• ScienceDirect: which provides access to a large bibliographic database of scientific and

medical publications from the Dutch publisher Elsevier.

Following these phases, the research questions were translated into a specific query used

across the selected databases:
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Q: (Wearable) AND (Artificial Intelligence) AND (Smart Health)

This systematic approach ensured methodological rigour and provided a solid foundation

for analysing the technological landscape and the associated privacy and security issues

emerging in IoT-driven Smart Health ecosystems.

Figure 3.1 presents the temporal distribution of the works definitively considered. This

shows the years on the x-axis and the number of contributions on the y-axis, showing the total

number of contributions with the blue bars, and the percentage with the orange bars. As can

be seen from the figure, the number of articles addressing the topic of our research has become

significant since 2017 and has increased over the years.

Figure 3.1: Yearly distribution of the analyzed papers.

3.2 Analysis of IoT Health Data Using Machine Learning

Techniques

The analytical pipeline developed in this study [8] was designed to investigate the effectiveness

of ML techniques in identifying clinically meaningful patterns within IoT-acquired physiologi-

cal signals. The objective was twofold: (i) to assess the potential of ML methods in extracting
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and analysing clinically relevant information from IoT-generated health data (RQ3), and (ii)

to evaluate the extent to which these models can enhance diagnostic accuracy, predictive

capabilities, and decision-support mechanisms within Smart Health systems (RQ4).

To address these questions, a structured workflow was applied to the IRIDIA-AF dataset,

which contains long-term ECG recordings with annotated paroxysmal atrial fibrillation (PAF)

episodes. The methodological steps were organized into a modular and lightweight pipeline,

summarized as follows:

1. Data Acquisition and Preparation. Raw ECG traces and annotation files were im-

ported from the IRIDIA-AF database. Metadata such as sampling frequency, recording

duration, and the temporal boundaries of annotated AF episodes were parsed and stan-

dardized. This ensured consistent preprocessing across all recordings and enabled a

uniform experimental setting.

2. Coalescence-Based Segmentation. To prevent the fragmentation of AF annotations

caused by short gaps or noise, a coalescence window strategy was introduced. Similar

temporal merging approaches are commonly adopted in ECG analysis to smooth frag-

mented annotations and obtain clinically meaningful arrhythmia intervals [91]. In this

study, a temporal threshold was defined to merge temporally adjacent AF annotations

separated by short gaps. The optimal value of this threshold was determined through a

sensitivity analysis employing the KneeLocator algorithm, which identifies the point

of maximum curvature in the evaluation curve and thus provides a principled trade-off

between excessive merging and over-fragmentation of AF episodes. The resulting

consolidated intervals define segmentation windows used to extract the corresponding

raw ECG portions for downstream analysis.

3. Segment Labeling. Each extracted segment was labeled as either AF or NSR (Normal

Sinus Rhythm) based on its temporal overlap with manually annotated arrhythmic events.

All segments were exported in human readable .txt format, ensuring reproducibility

and straightforward traceability of each sample.

4. Feature Extraction. For every labeled ECG segment, two distinct feature sets were
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computed to evaluate the discriminative potential of traditional ML compatible descrip-

tors:

• Statistical time-domain features: mean, standard deviation, variance, skewness,

kurtosis, and related summary statistics capturing morphological changes induced

by arrhythmic patterns.

• Frequency-domain features: spectral descriptors derived using both the Fourier

Transform and the Discrete Wavelet Transform (DWT), enabling the characteriza-

tion of oscillatory and transient behaviors typical of PAF.

These features operationalize the ECG signal into a structured numerical form suitable

for classical ML models, thereby enabling the evaluation required for RQ3.

5. Model Training and Evaluation. The extracted features were used to train a Random

Forest classifier, chosen for its robustness, interpretability, and suitability for medium-

scale datasets. Model performance was assessed in terms of accuracy, sensitivity,

specificity, and F1-score to determine its capacity for distinguishing AF from NSR

segments. This step directly addresses RQ4 by quantifying the diagnostic and predictive

benefits achievable through ML based analysis of IoT acquired signals.

Overall, this methodological framework enables a rigorous empirical assessment of the

capabilities and limitations of ML in Smart Health environments. By combining principled

segmentation, handcrafted feature extraction, and interpretable classification models, the

pipeline provides meaningful insights into how ML can support automated AF detection,

clinical decision making, and large scale IoT healthcare monitoring.

3.2.1 Dataset

IRIDIA-AF is a large publicly available long-term electrocardiogram (ECG) monitoring dataset

developed for the study of paroxysmal atrial fibrillation (PAF) [42]1. The dataset signals

included time-series data acquired through wearable devices, reflecting cardiac electrical

1Available at: https://zenodo.org/records/8405941
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activity and other relevant vital parameters. Such data provided an ideal testbed for evaluating

the applicability of ML methods in early detection and classification tasks related to PAF

episodes. The dataset, thoroughly described in a Nature Scientific Data publication, was

developed to support the automated detection and classification of AF episodes based on

expert annotated ground truth.

The dataset includes 167 recordings from 152 patients, some of whom underwent multiple

Holter recording sessions on different dates. These signals, often collected over 24 to 72

hours through Holter monitors or similar devices, provide a realistic view of paroxysmal AF

dynamics, which may not be captured during short term monitoring. Metadata describing

recording sessions, sampling rate, and patient information are stored alongside the signals to

enable downstream segmentation and annotation. Each record contains ECG data sampled at

200 Hz, split into 24-hour files, with AF episodes manually annotated by clinical experts. The

dataset is organised into several components:

1. A metadata file describing the 167 recordings, each associated with a patient. Since

some patients underwent multiple acquisition sessions, the number of recordings ex-

ceeds the number of patients. The file includes detailed information for each record:

acquisition date and time, calculated duration, number of files, number of samples, and

effective recording time in seconds. The effective recording time may differ from the

calculated duration due to interruptions or overlaps in the data.

2. An ECG annotation CSV file, which provides the temporal details of each AF episode

and periods of normal sinus rhythm (NSR), including start and end timestamps, file

indices, QRS complex indices, episode duration, and duration of NSR before onset.

3. An RR interval annotation CSV file, which contains the start and end indices of RR

cycles (the intervals between consecutive heartbeats) and the corresponding file indices.

4. A folder of HDF5 files for each recording, containing:

• The raw ECG signals are stored as a two-dimensional array [samples×2], where

each row represents one sample across two ECG leads (e.g. two electrode posi-

tions);
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• The RR interval data, expressed in milliseconds, is useful for heart rate variability

analysis.

The recordings vary in length, ranging from a minimum duration of 71,635 seconds (∼ 20

hours) to a maximum of 345,599 seconds (∼ 95 hours). Accordingly, each record is composed

of a variable number of HDF5 files, depending on its total duration. The dataset provides

annotated long term Holter ECG recordings, where AF events have been manually labelled by

expert cardiologists. These annotations were used as ground truth to segment the recordings

and extract labelled AF and NSR episodes. The IRIDIA-AF dataset has been widely used

in studies focusing on atrial fibrillation detection and is particularly suitable for evaluating

automated analysis techniques on long-term ECG recordings.

Figure 3.2: Distribution of inter-event intervals between AF episodes across all recordings. A
high concentration of short intervals is observed, suggesting frequent AF recurrences within
short time spans.

The target classification task considered in this study is binary and consists of discriminat-

ing between atrial fibrillation (AF) and normal sinus rhythm (NSR) segments. For the purpose

of model training, the class labels were encoded numerically as AF = 1 and NSR = 0.

Since the original dataset may exhibit class imbalance, particular attention was devoted

to balancing the data before training. In the feature-based ML pipeline, class imbalance was
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addressed through random undersampling of the majority class.2 In the raw-signal DL pipeline,

a balanced subset was constructed by matching the number of NSR segments to the number of

AF segments after filtering by signal length.3 Therefore, the experimental datasets used in this

work were balanced through undersampling strategies, in order to reduce classification bias

toward the majority class and ensure a fairer comparison between models.

3.2.2 Preprocessing

Preprocessing represents a fundamental step of the proposed pipeline, ensuring that atrial

fibrillation (AF) episodes are consistently detected and that both feature based and DL ap-

proaches operate on standardised input data. The preprocessing workflow is articulated into

several stages, as detailed below. The preprocessing pipeline was implemented in Python.4

Coalescence Window Analysis

Paroxysmal atrial fibrillation (AF) episodes generally occur in temporal clusters rather than

as isolated events. To properly capture this behaviour, a coalescence window (CW) was

introduced, defined as a temporal threshold used to merge consecutive AF annotations into

coherent and clinically meaningful groups. Two episodes are assigned to the same cluster

whenever the time interval between the end of the first and the onset of the second is shorter

than the selected CW. This procedure mitigates excessive fragmentation caused by brief

interruptions, annotation artefacts, or transient noise within the ECG signal. To determine an

appropriate CW value, the distribution of inter-event intervals was examined and a sensitivity

analysis was carried out by progressively increasing the size of the window. This process

yields a monotonically decreasing curve that relates the CW value to the number of resulting

AF clusters. The KneeLocator algorithm was then employed to identify the elbow point of

this curve, which reflects the best compromise between two problematic scenarios:
2The ML preprocessing and classification pipeline was implemented in Python using NumPy, pandas,

scikit-learn, imbalanced-learn, XGBoost, CatBoost, and joblib.
3The DL models were implemented in Python using TensorFlow/Keras. Additional libraries included

keras-tcn, kneed, statsmodels, and Matplotlib for auxiliary analyses and visualizations.
4The preprocessing and feature engineering steps were implemented in Python using NumPy, pandas,

statsmodels, kneed, and Matplotlib, together with custom utility functions developed for signal segmentation,
labeling, and feature extraction.
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• Event collisions: distinct AF occurrences may be incorrectly merged when using an

excessively large CW;

• Segment truncation: short or incomplete segments may be produced when the CW is

too small, particularly for episodes located near the boundaries of the recording.

Figure 3.3: Determination of the optimal coalescence window using the KneeLocator al-
gorithm. The curve shows the number of AF episode clusters obtained as a function of
the coalescence window size. As the window increases, temporally adjacent episodes are
progressively merged, reducing the number of distinct groups. The green dashed line marks
the elbow point (CW 1667.56 seconds), which represents the optimal trade-off between
over-fragmentation and over-grouping.

A preliminary enrichment of the dataset included assigning AF/NSR labels at the segment

level, obtained through the segmentation process driven by the CW analysis. The distribution

of inter-event times Figure 3.2 showed a high concentration of short gaps between AF episodes,

indicating the necessity of temporal grouping. For this reason, the number of grouped episodes

was evaluated across different CW values, generating the curve shown in Figure 3.3. The

application of the KneeLocator allowed the identification of the elbow point, representing the

CW that provides an optimal trade-off between over-grouping and excessive fragmentation.

This approach ensures that the segmentation strategy not only remains computationally

consistent but also reflects the underlying clinical behaviour of paroxysmal AF episodes, thus

enhancing the representativeness of the data used for model training.
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Segmentation

Since raw long duration ECG recordings cannot be directly employed for classification tasks,

the signals were partitioned into fixed-length segments of L = 166,755 samples. This length

corresponds to the average duration obtained after applying the optimal coalescence window,

estimated at approximately 1667.56 seconds (∼ 27.8 minutes). Each resulting segment was

assigned a label, either AF or NSR based on the expert annotations provided with the IRIDIA-

AF dataset. Through this segmentation strategy, continuous ECG recordings were transformed

into a collection of structured, labelled samples suitable for both traditional ML and DL

workflows. Using fixed size windows also ensures consistency across samples and enables

efficient batch processing during model training.

To guarantee compatibility with subsequent models, all extracted segments were normal-

ized to the same temporal length. Segments shorter than the target duration were symmetrically

zero padded to preserve temporal alignment, whereas segments exceeding the limit were trun-

cated at the nearest valid boundary. Each processed segment was then exported as a plain text

(.txt) file, a format chosen to maintain transparency, allow manual inspection, and simplify

experimental reproducibility. The outcome of this procedure is a well organized and labelled

dataset of ECG segments forming the basis for both the feature-engineered ML models and

the raw signal DL architectures explored in this thesis.

Feature Extraction

In the first branch of the pipeline, each ECG segment is processed through a set of handcrafted

feature extraction procedures designed to capture the temporal and spectral properties of

the cardiac signal. Feature computation is carried out across multiple domains to obtain a

comprehensive numerical description of the underlying rhythm.

• Time-domain features: statistical descriptors such as mean, standard deviation, vari-

ance, skewness, and kurtosis, together with complexity-related metrics including entropy

measures and Hjorth parameters (activity, mobility, and complexity). These quantities

summarize the amplitude variability and structural organization of the signal.
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• Frequency-domain features: obtained through the Fast Fourier Transform (FFT),

which enables the extraction of spectral entropy, dominant frequency components, and

energy distributions across predefined frequency bands. These characteristics help

distinguish AF patterns from normal sinus rhythm by analyzing oscillatory behaviour.

• Wavelet-domain features: derived using multi-resolution wavelet decomposition, al-

lowing the detection of transient and nonstationary patterns. This representation is

particularly suitable for ECG signals, whose morphology can vary rapidly during ar-

rhythmic events.

Prior to model training, all extracted features undergo z-score normalization to ensure

consistent scaling across dimensions. To mitigate the class imbalance inherent in the dataset,

random undersampling was applied to reduce the dominance of majority class instances.

Segments exhibiting more than 10% missing samples were excluded from the feature extraction

process, while short gaps were reconstructed using linear interpolation to preserve signal

continuity.

The resulting feature matrix provides a stable and compact numerical representation

of the ECG dynamics, well suited for classical ML classifiers. This feature based branch

prioritizes interpretability and computational efficiency, making the resulting models suitable

for deployment in clinical environments or edge devices with limited processing capabilities.

3.2.3 Machine Learning Pipeline

To assess the discriminative capability of the features extracted from each ECG segment,

a broad set of supervised ML algorithms was explored. The selected models cover a wide

spectrum of methodological families, allowing a comprehensive evaluation of how different

learning paradigms perform on the atrial fibrillation classification task.

• Tree based approaches: This group includes Decision Tree, Random Forest, Extra

Trees, Gradient Boosting, AdaBoost, XGBoost, and CatBoost. These algorithms are

particularly effective for tabular data, tend to be resilient to feature scaling issues,

and often exhibit strong performance even in the presence of noise or missing values.
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Their interpretability and reliability make them widely adopted in biomedical research.

Decision tree methods constitute a family of supervised learning techniques widely

employed in both classification and regression problems [17, 84]. Random Forest

further extends this paradigm by aggregating multiple decision trees trained on bootstrap

samples [16], while ensemble boosting approaches such as Gradient Boosting and

AdaBoost iteratively combine weak learners to improve predictive accuracy [39, 40].

More recent implementations such as XGBoost and CatBoost introduce optimized

and regularized gradient boosting frameworks that improve scalability and predictive

performance on structured datasets [22, 82].

• Linear and probabilistic models: Logistic Regression and Gaussian Naive Bayes were

selected to establish baseline performance using simple, easily interpretable classifiers.

Logistic Regression assumes a linear decision boundary and estimates class probabilities

through a logistic function [49], while Gaussian Naive Bayes relies on the assumption

of normally distributed features and conditional independence among them [32].

• Distance based method: The K-Nearest Neighbors (KNN) classifier assigns a label by

examining the closest samples in the feature space. Although conceptually simple and

non parametric, its performance strongly depends on the choice of distance metric and

proper feature normalization. The method is rooted in early work on nearest neighbor

classification [30].

• Kernel based model: The Support Vector Classifier (SVC) was employed to evaluate

the ability of kernel-based techniques to separate classes through nonlinear decision

boundaries defined in high-dimensional spaces. Support Vector Machines maximize the

margin between classes and can implicitly map inputs into higher dimensional feature

spaces using kernel functions [29].

• Neural model: A Multi-Layer Perceptron (MLPClassifier) was integrated as a lightweight

neural baseline, enabling the assessment of simple feed-forward architectures for learn-

ing nonlinear relationships among the extracted features. MLP networks represent one of
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the earliest forms of artificial neural networks and are trained through backpropagation

to learn nonlinear decision boundaries [92].

All classifiers were trained on the same collection of labeled segments and feature vectors

to ensure methodological consistency and a fair comparison across models.

3.3 Model Design and Implementation

This section describes the proposed methodology to build the AI model for atrial fibrillation

(AF) detection, that integrates traditional ML with handcrafted features and modern DL archi-

tectures operating directly on raw signals [8]. Figure 3.4 provides a high-level overview of

the experimental pipeline.

Figure 3.4: General pipeline of the proposed AI model for AF detection.
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The proposed approach consists of two main stages: Data preprocessing and Model

Training and Evaluation. The features extracted in the data preprocessing stage serve as input

to the classifiers, trained to distinguish AF from NSR segments. The proposed approach is

organized into two main stages: Data Preprocessing and Model Training and Evaluation. The

features extracted during the preprocessing phase serve as input for the classical classifiers,

which are trained to distinguish AF from NSR segments. In parallel, raw signals are processed

by DL models specifically designed to capture temporal and morphological patterns relevant

to AF detection.

Analyzing the workflow in more detail:

3.3.1 Preprocessing

Preprocessing represents a fundamental step of the proposed pipeline, ensuring that atrial fibril-

lation (AF) episodes are consistently detected and that both feature-based and DL approaches

operate on standardised input data.

The methodological workflow adopted in this phase builds directly upon the procedures

already established in the second stage of the research. Consequently, the preprocessing

pipeline illustrated in Figure 3.4, including data extraction, coalescence-based segmentation,

signal normalization, and segment labeling corresponds exactly to the one previously described.

Since these operations have already been thoroughly detailed, they are not reiterated here.

Instead, this section focuses exclusively on the additional methodological elements introduced

to extend the analysis toward DL models, highlighting the adaptations required to support

end-to-end learning from raw ECG signals.

Building on the previously generated dataset of labelled ECG segments, the third phase

expands the analytical pipeline by introducing two essential components: data splitting and

model hyperparameter configuration. These steps ensure methodological consistency across

experiments and allow a fair comparison between traditional ML methods and the proposed

DL architectures.
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3.3.2 Data Splitting

To ensure a correct evaluation of both ML and DL models, the dataset was divided into training,

validation, and testing subsets following strict criteria to avoid data leakage and preserve class

balance. Since the initial dataset exhibited a significant imbalance between AF and NSR

segments, random undersampling of the majority class (NSR) was applied before partitioning.

This choice reduced bias during model training and ensured that the proportion of AF and

NSR samples remained consistent across splits.

For the ML classifiers, a stratified split was applied by allocating 30% of the data to the

test set, while the remaining 70% was used for training. DL models required an additional

validation set: after an initial 70/30 split between training and testing, the test portion was

further subdivided into 70% for testing and 30% for validation. This produced three non

overlapping subsets, enabling proper hyperparameter tuning without contaminating the final

evaluation.

To ensure fairness and comparability across experiments, the splitting procedure was

executed once and reused identically for all models under consideration.

Figure 3.5: Considered hyperparameters and values for DL models.

3.3.3 Hyperparameter Configuration

For traditional ML classifiers, the default hyperparameter configurations from the correspond-

ing libraries were intentionally adopted. This strategy allowed the establishment of a neutral
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and reproducible baseline across heterogeneous algorithmic families (tree-based, linear, proba-

bilistic, kernel-based, and shallow neural models) without introducing biases resulting from

dataset-specific tuning.

Conversely, DL models required an explicit optimization of several key hyperparameters

to guarantee stable convergence and robust generalization. Figure 3.5 summarizes the main

hyperparameters explored for the proposed CNN+BiLSTM architecture. Training was per-

formed using binary cross entropy loss and the Adam optimizer, combined with regularization

techniques such as dropout, max pooling, early stopping, and model checkpointing. These

mechanisms prevented overfitting and ensured that the architecture learned meaningful spatio

temporal patterns directly from the raw ECG traces.

This dual methodology reflects the complementary strengths of the two paradigms: feature

based ML models offer transparency, interpretability, and low computational cost particularly

suitable for edge or clinical environments while DL models exploit end-to-end learning

to capture complex morphological and temporal dependencies, ultimately enabling higher

diagnostic accuracy and improved generalization.

3.3.4 DL Pipeline

In parallel to the feature engineering pipeline, a dedicated DL framework was developed to

operate directly on the raw ECG segments, thereby removing the dependency on handcrafted

features. After preprocessing, each segment was reshaped into a three dimensional tensor of

the form (batch size, sequence length, 1), allowing the model to ingest the temporal

signal in its original form.

The architecture adopted in this study follows a hybrid paradigm in which convolutional

neural layers (CNNs) are combined with a Bidirectional Long Short-Term Memory

(BiLSTM) module, as illustrated in Figure 3.6. The convolutional blocks serve as local

feature extractors, capturing morphological structures and short-range temporal dynamics

inherent in ECG waveforms. Their output is subsequently processed by BiLSTM units, which

are specifically designed to model sequential dependencies in both forward and backward

temporal directions. This dual directional processing enables the network to capture the
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recurrent patterns and temporal irregularities that characterise paroxysmal atrial fibrillation.

Following the temporal modelling stage, fully connected layers equipped with dropout

regularisation perform the final classification into AF and NSR classes. To assess robustness,

two architectural variants were additionally explored: a CNN only configuration and a CNN

combined with Temporal Convolutional Networks (TCN). These alternative designs allowed a

systematic comparison between different temporal modelling strategies.

Training procedures were carefully regularised to promote generalisation. Dropout layers

were inserted throughout the network to mitigate overfitting, and early stopping in conjunction

with model checkpointing was applied to retain the best-performing set of weights. All models

were implemented using Keras with TensorFlow as backend and optimised through the Adam

algorithm with binary cross entropy as the loss function.

Figure 3.6: Architecture of the DL model: CNN layers extract local features, BiLSTM
captures temporal dependencies, and dense layers perform final classification.

Model performance was assessed using standard classification metrics, including accuracy,

precision, recall, F1-score, and confusion matrices. The DL pipeline demonstrated a strong

capacity to learn highly discriminative representations directly from raw ECG data, capturing
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subtle temporal dependencies that feature based methods could not fully encode. Compared

with the ML branch, the DL models exhibited superior generalisation ability, underscoring the

effectiveness of end-to-end neural architectures for reliable detection of atrial fibrillation.
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CHAPTER

4 Study Result

In this Chapter, the predictive results obtained to address each Research Question defined

in Chapter 2 are discussed.

4.1 Preliminary Study and Application of AI Techniques

The continuous acquisition of physiological signals, behavioural indicators, and clinical

parameters from wearable and ambient sensors provides unprecedented opportunities for data

driven healthcare. At the same time, this evolution introduces new methodological challenges

related to data processing, model selection, interpretability, and the protection of sensitive

health information.

This section presents a detailed analysis of the methodologies and approaches adopted

throughout this research project. The state of the art is investigated to understand current

trends, technological solutions, and open issues in IoT based Smart Health [9].

RQ1: What are the current technological approaches, challenges, and limitations in

integrating IoT and AI within Smart Health systems?

Different methodological strategies can be adopted to analyse health-related data, with

ML and DL representing the most widely employed approaches in the scientific literature.
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The variety of available algorithms, ranging from traditional statistical learners to modern

neural architectures, together with the presence of numerous customised variants, makes the

landscape of possible solutions extremely broad.

Given this heterogeneity, an initial objective of our analysis was to determine which

methodological paradigm (ML, DL, or both) is most frequently adopted in the selected studies.

Understanding this distribution provides insight into the level of model complexity typically

pursued and whether studies tend to rely on one family of algorithms or compare multiple

approaches. Furthermore, for works adopting both ML and DL, the number of algorithms

tested offers an indication of the depth and breadth of the experimental evaluation.

Figure 4.1 summarises these findings by reporting, on the x-axis, the number of studies

employing ML alone, DL alone, or both approaches, together with the absolute counts (blue)

and relative percentages (orange). The majority of contributions (59.62%) rely exclusively on

ML techniques, whereas 25% adopt DL models. Only a limited subset of studies (15.38%)

evaluates both paradigms within the same work.

Figure 4.1: Distribution of the use of ML and DL techniques in the selected studies.

To provide a more detailed perspective, Figure 4.2 illustrates the distribution of the number

of algorithms evaluated per study.

In panel (a), the distributions refer to papers using exclusively ML or exclusively DL. ML

based works typically assess a larger number of classifiers, often more than three (median
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of the blue distribution). This reflects the relative computational efficiency of ML methods,

which facilitates broader comparative testing. In contrast, DL focused studies usually evaluate

a single neural architecture, likely due to the substantial computational time and memory

requirements associated with training deep networks.

Panel (b) of Figure 4.2 reports the distribution for studies employing both ML and DL

approaches. Here again, ML models outnumber DL ones, with the latter usually represented by

a single architecture. This pattern confirms a recurring trend: even when researchers explore

hybrid methodological frameworks, DL experimentation remains computationally constrained

and therefore less extensive than ML evaluation.

Figure 4.2: a) Distributions of the number of ML/DL classifiers evaluated in the studies
b) Distributions of the number of ML/DL classifiers evaluated in the studies that used both
methodologies

DL architectures play a key role in IoT based Smart Health systems, supporting the

development of advanced applications for continuous monitoring, diagnosis, and personalised

patient management. When combined with suitable data preprocessing and model optimisation

strategies, these architectures enable early disease detection and improved handling of complex

clinical conditions.

The reviewed literature shows that several neural network architectures are regularly

adopted in IoT Smart Health studies, each addressing specific data modalities:

• Convolutional Neural Networks (CNNs): Widely used for image based diagnostics

such as X-rays, CT scans, MRIs, and real-time video analysis. CNNs are effective in

detecting patterns, anomalies, and clinically relevant visual structures.



82

• Recurrent Neural Networks (RNNs): Applied to time-series health data from wearable

and IoT sensors, including continuous heart rate or blood pressure monitoring and

activity tracking.

• Long Short-Term Memory Networks (LSTMs): A specialised type of RNN designed

to capture long range dependencies in sequential medical data, making them suitable for

vital sign monitoring and physiological time series analysis.

• Densely Connected Convolutional Networks (DenseNet): A CNN variant where each

layer is connected to all subsequent layers, improving feature propagation. DenseNets

are effective for medical image analysis, particularly when training datasets are limited.

• Deep Neural Networks (DNNs): Commonly used in remote patient monitoring systems,

where data from wearable IoT devices must be integrated to identify anomalies and

support real time interventions.

Figure 4.3 illustrates the distribution of medical conditions addressed in the analysed

studies. The blue bars represent the number of publications, while the orange bars show their

corresponding percentages.

The results indicate that the most frequently studied diseases are cardiovascular conditions

(21.15%), followed by mental and neurodegenerative disorders (17.31%), and respiratory

diseases (11.54%).

Figure 4.3: Distribution of pathologies analyzed in the selection of articles
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Figure 4.4: Distribution of pathologies analyzed with a DL approach

A detailed focus on works exclusively employing DL approaches is presented in Figure 4.4.

These results reveal that complex architectures are particularly adopted for cardiological

and neurodegenerative disorders (20%), as well as mental health and respiratory conditions

(15%), reflecting the intrinsically multifaceted nature of these pathologies.

Figure 4.5: Number of papers and relative percentage, based on the type of Neural Network
architecture

To understand which architectures are most commonly applied to IoT acquired medical

data, Figure 4.5 reports the distribution of neural network models used across the selected

studies. CNNs, DNNs, and LSTMs together account for nearly 60% of the architectures,
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confirming their prominence in IoT based Smart Health research.

Finally, Figure 4.6 provides a cross analysis linking neural network architectures to specific

diseases.

CNNs are the most frequently used for neurodegenerative, mental health, diabetic, cardio-

vascular, and oncological conditions.

DNNs are more common in gait analysis, respiratory conditions, and neurodegenerative

diseases, whereas LSTMs are preferred for cardiac monitoring, COVID-19 analysis, mental

health assessment, pulmonary conditions, and gait related data.

Figure 4.6: Distribution of Neural Network architectures based on the pathology analyzed by
the different types of Neural Network architectures

ML and DL techniques play a fundamental role in enhancing both the accuracy and reliabil-

ity of analyses performed on health data acquired through IoT monitoring devices. By learning
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patterns from historical data, these algorithms are able to identify clinically relevant trends,

detect anomalies, and support continuous monitoring of vital signs such as heart rate, blood

pressure, or glucose levels. Their ability to model complex relationships among physiological

parameters makes them valuable tools for long term assessment, risk stratification, and the

development of personalised treatment strategies aimed at improving patient outcomes and

overall quality of life.

Figure 4.7: Distribution of values of accuracy metrics obtained with the approaches used in
the selected papers

Given the importance of obtaining trustworthy predictions from these systems, it becomes

essential to assess how effectively ML and DL algorithms perform on IoT generated health

data. For this purpose, an empirical analysis was carried out to examine the distribution of

classification accuracies reported across the selected studies.

The results, summarised in Figure 4.7, show a wide performance range: the lowest accuracy

observed among the 46 analysed works was 68% (multinomial logistic regression), whereas

the highest reached 100% (Cubic SVM).

Across all studies, the average accuracy was approximately 87%, with a confidence

interval of [79.80%, 96%], indicating generally strong predictive performance across different

methodological choices.
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To further compare the effectiveness of ML versus DL techniques, Figure 4.8 reports the

average accuracy achieved by each algorithm type. The three top performing approaches were:

• Cubic SVM (100% average accuracy) — a Support Vector Machine variant employing

a cubic kernel to project data into higher dimensional spaces, enabling the separation of

complex, non linear patterns typically found in biomedical signals.

• J48 (99% average accuracy) — a well established decision tree algorithm that recur-

sively partitions the dataset based on information gain or Gini index optimisation. Its

interpretability and solid performance explain its frequent adoption in clinical decision

support systems.

• Custom classifiers (97% average accuracy) — models tailored from existing algo-

rithms to better fit the specific characteristics of the health data under study. While

potentially powerful, these approaches require careful validation to avoid overfitting or

unintended biases.

Overall, the analysis reveals that both ML and DL techniques can achieve high levels of

accuracy when applied to IoT-acquired health data.

However, ML models (especially kernel based or tree based approaches) often provide

competitive performance with lower computational cost, whereas DL models offer greater

modelling capacity at the expense of higher complexity and resource requirements.

RQ2: What are the privacy and security issues taken into account while using health

data collected from IoT devices?

The analysis also investigated to what extent the selected studies addressed the privacy

and security challenges associated with the use of health data collected through IoT devices.

Given the highly sensitive nature of physiological and clinical information, ensuring adequate

protection during acquisition, transmission, and storage is essential. For this reason, specific

attention was dedicated to identifying whether the reviewed works explicitly discussed these



87

issues and how they proposed to mitigate them.

Figure 4.8: Average accuracy obtained by the approaches used in the selected papers

Overall, the results showed that privacy and security remain only partially considered in the

current literature. Indeed, only about 24% of the analyzed contributions explicitly addressed

either privacy or security aspects. In practical terms, this means that fewer than one in three

studies using clinical or health related data reflected on whether the adopted IoT solutions

ensured sufficient user protection or complied with established data handling standards.

Among the works that did consider such aspects, the most frequently examined issue was

privacy during the data acquisition phase. Conversely, only 13.60% of the studies extended
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their analysis to include security of stored data, revealing a substantial gap in the overall

treatment of these topics.

Several strategies were reported to mitigate privacy risks during data collection:

• in 2.20% of the studies, only derived features were stored instead of raw sensor data;

• in 4.30% of the works, video or audio recordings containing facial or vocal information

were removed from the dataset before analysis;

• another 2.20% replaced video-based monitoring with a Radio Frequency Identification

(RFID) system, which enables user detection without capturing visual data.

For studies addressing data security during and after storage, the main solutions adopted

included:

• the use of edge–fog–cloud architectures in 4.30% of the contributions, distributing

storage and reducing vulnerability to centralized attacks [19, 94];

• the application of encryption techniques, ensuring protection of data both in transit and

at rest, also in 4.30% of the studies;

• the adoption of high security cloud storage protocols in 2.20% of the works;

• and, in the remaining 2.20%, the execution of regular security audits and continuous

monitoring to detect vulnerabilities or unauthorized access.

These findings highlight that, despite the rapid evolution of IoT enabled Smart Health

systems, privacy and security considerations remain insufficiently addressed in the current

literature. Strengthening these aspects is essential to support safe, reliable, and ethically

grounded deployment of IoT based healthcare technologies.

Conclusions



89

ML techniques demonstrate solid performance while maintaining high transparency, lower

computational requirements, and easier interpretability, properties that make them suitable

for clinical environments, remote monitoring systems, and edge based deployments. On

the other hand, DL architectures exhibit superior capacity to capture complex temporal and

morphological patterns directly from raw physiological signals, thereby achieving state of

the art accuracy in tasks such as arrhythmia and atrial fibrillation detection. However, their

effectiveness often depends on the availability of large datasets and adequate computational

resources, which can limit their applicability in certain real world scenarios.

The results obtained across the different methodological phases highlight a clear trend: AI

driven analysis of IoT generated health data represents a powerful tool to enhance diagnostic

accuracy, support personalised treatment, and enable continuous patient monitoring. At the

same time, the integration of such technologies must carefully consider privacy, data protection,

and system reliability, especially when sensitive physiological information is continuously

collected and processed.

Overall, the analysis we conducted highlighted the following results:

• most of the research papers reviewed deal with ML methodologies rather than DL

techniques, and only a small fraction of both;

• most articles using ML algorithms use multiple classifiers, while those using DL algo-

rithms typically use a single network, and this pattern remains true even in cases where

articles use both approaches;

• the most used neural network architectures for IoT Smart Health problems are (i)

CNNs when dealing with neurodegenerative diseases, mental problems, problems heart

problems, diabetes and cancer, (ii) LSTM when it comes to heart problems, covid,

mental health, lung disease diseases and walking problems, (iii) DNNs are mostly used

in case of walking problems, heart diseases, diseases pulmonary and neuro degenerative

diseases;

• the minimum accuracy value obtained is 68% while the maximum accuracy obtained is

100% and on average the studies reach an accuracy of 87%;
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• privacy and security issues were evaluated in only 24% of the works analyzed.

In conclusion, the findings of this work emphasise both the potential and the challenges

associated with the adoption of AI in Smart Health ecosystems. Future developments in

this field should aim to design models that are not only accurate, but also interpretable,

computationally efficient, and compliant with modern privacy standards. By advancing in

these directions, AI powered healthcare systems will be able to support clinicians more

effectively and provide patients with safer, more personalised, and proactive care.

4.2 Analysis of IoT Health Data Using Machine Learning

Techniques

The integration of Internet of Things (IoT) technologies with Artificial Intelligence (AI) repre-

sents one of the most transformative trends in modern digital healthcare. IoT enabled Smart

Health systems leverage interconnected sensors, wearable devices, and distributed computing

infrastructures to continuously acquire physiological, behavioral, and environmental data.

AI techniques ranging from traditional ML to advanced DL enable these data streams to be

translated into meaningful clinical insights. The ML experiments were implemented using the

Python ecosystem.1 Despite the significant progress made, several technological approaches,

challenges, and limitations still shape this domain. This section presents the results obtained

from the classification experiments performed on the ECG signal segments extracted through

the preprocessing pipeline [10].

RQ3: What is the potential of ML techniques in extracting and analyzing clinically

meaningful information from IoT generated health data?

The primary objective of this analysis was to distinguish atrial fibrillation (AF) from

1The classical ML models were implemented using scikit-learn, imbalanced-learn for random undersampling,
XGBoost for gradient-boosted trees, CatBoost for categorical boosting, and joblib for model serialization.
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normal sinus rhythm (NSR) using handcrafted features, with particular emphasis on frequency

domain descriptors.

As an initial step, a set of preliminary experiments was conducted to evaluate the con-

tribution of different feature families to the overall classification performance. When only

descriptive statistical features, such as mean, standard deviation, skewness, and kurtosis,

were used, the best performing model reached an accuracy of 0.77. Although this result was

satisfactory, it also revealed that simple amplitude and distribution based descriptors are not

sufficient to capture the complexity and variability typical of paroxysmal AF.

To investigate whether richer representations could enhance discrimination performance,

the feature set was expanded to include temporal descriptors, spectral measures, nonlinear

variability indices, and selected wavelet based components. The inclusion of these global

handcrafted features produced a notable improvement, raising the accuracy to 0.83. This

gain confirms the importance of integrating multiple feature domains to better describe the

underlying morphology and dynamics of the ECG signals.

The observed improvement can be attributed to the complementary information provided

by the various feature categories. Together, these results demonstrate that ML classifiers can

effectively exploit handcrafted features to extract clinically meaningful information from IoT

generated ECG data, establishing a solid performance baseline before transitioning to DL

approaches.

RQ4: What extent can Ml models enhance diagnostic accuracy, predictive capabilities,

and decision support in Smart Health?

The family of traditional ML classifiers exhibited heterogeneous performance levels across

the evaluated metrics, reflecting the trade off between model complexity, generalisation

capability, and predictive power.

Each algorithm was assessed using standard performance indicators (accuracy, precision,

recall, and F1-score) computed both on a held out test set and through a 5-fold cross validation

scheme. This evaluation strategy was adopted to reduce the effects of class imbalance and to
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mitigate the risk of overfitting. The detailed results for the test set are reported in Figure 4.9,

whereas Figure 4.10 presents the average cross validated metrics, providing a more stable

estimate of model performance.

Across all evaluated classifiers, XGBoost consistently emerged as the best performing

model, particularly with respect to recall and F1-score. This confirms the capability of gradient

boosting methods to capture complex, nonlinear relationships within structured physiological

data, making them highly suitable for early detection of paroxysmal AF.

When compared with state of the art DL solutions operating directly on raw ECG data

(e.g. multi scale CNNs or hybrid CNN–BiLSTM architectures), the results reveal that feature

based pipelines can achieve competitive performance while requiring significantly fewer

computational resources.

Figure 4.9: Global performance of the evaluated classifiers on the holdout test set
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Figure 4.10: Mean cross validation performance of tested classifiers

For example, Xia et al. [73] report an F1-score of 0.848 using a dilated CNN on PhysioNet

AFDB, whereas Terry et al. [115] obtain 0.84 with a CNN+BiLSTM architecture on 30 second

ECG–PPG segments. In contrast, the best performing model in our study XGBoost reached an

F1-score of 0.84 using only handcrafted features, highlighting its suitability for lightweight,

interpretable AF detection in mobile or embedded settings.

Among all evaluated models, XGBoost achieved the highest macro averaged F1-score

(0.7565), followed closely by CatBoost (0.7464) and Random Forest (0.7340). These ensemble

based classifiers offered a good balance between sensitivity and specificity, confirming their

suitability for biomedical classification tasks involving subtle signal variations. Extra Trees

and Gradient Boosting also produced solid results (macro F1-scores of 0.7286 and 0.6720,

respectively). By contrast, linear approaches such as Logistic Regression and Support Vector

Classifier struggled to capture the nonlinear structure of ECG morphology, resulting in F1-

scores below 0.53.

Gaussian Naive Bayes showed the weakest performance (F1-score 0.5424), primarily

due to violations of its assumptions regarding feature independence and Gaussian distributed

inputs. Kernel based and distance based models such as SVC and KNN performed moderately

better (accuracy around 0.66–0.68), but their precision–recall balance remained suboptimal,

with KNN particularly sensitive to noise and overlapping class regions.

Ensemble tree based classifiers Random Forest and Extra Trees demonstrated the most
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robust performance overall, with accuracies exceeding 0.80 and balanced metrics across

both AF and NSR. However, even these models reached a performance ceiling, with no

algorithm surpassing an accuracy of 0.81, showing the inherent limitations of relying solely

on handcrafted features to capture the rich spatio temporal dynamics that characterize AF.

The MLPClassifier achieved competitive but lower performance (accuracy 0.74), outper-

forming linear and kernel based models but still falling short of ensemble approaches. Overall,

the ML models provided efficient and interpretable baselines with reasonable discriminative

power, yet their inability to exceed the performance obtained from handcrafted features alone

motivates the exploration of DL architectures capable of learning more expressive representa-

tions directly from raw ECG signals.

Conclusions

This work proposes an interpretable and computationally efficient ML framework for the

detection of paroxysmal atrial fibrillation (PAF) from long term ECG recordings. The method-

ology combines coalescence based segmentation, handcrafted feature extraction in the time,

frequency, and nonlinear domains, and a range of supervised classifiers, with a particular

emphasis on ensemble tree based models. Among all the algorithms evaluated, XGBoost and

CatBoost consistently achieved the most competitive results, reaching macro F1-scores above

0.75 and demonstrating strong robustness in distinguishing AF from NSR segments.

The experiments showed that augmenting the feature set with frequency domain descrip-

tors yielded approximately a 1% improvement over statistical features alone, underscoring

their relevance for capturing subtle periodic and morphological patterns associated with AF

episodes. To maintain realistic evaluation conditions and avoid introducing synthetic bias, no

oversampling or data augmentation techniques were applied. Instead, the assessment relied

on a combination of hold out testing and macro averaged metrics computed through cross

validation, ensuring fairness under the naturally imbalanced class distribution typical of real

world clinical data.

The resulting framework is lightweight, transparent, and suitable for deployment on re-

source constrained platforms such as wearable monitors or edge devices, where computational
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efficiency and explainability are essential. Nevertheless, several limitations should be noted.

First, the evaluation is based solely on the IRIDIA-AF dataset. Although this dataset is

extensive and well annotated, external validation on independent cohorts would be necessary

to fully assess generalizability across different acquisition conditions and patient populations.

Second, the current pipeline treats each ECG segment as an isolated instance. This

prevents the model from capturing long range temporal dependencies or patient specific trends.

Integrating sequential learning approaches such as Temporal Convolutional Networks, or

recurrent architectures represents a promising direction for future refinement.

Third, the reliance on handcrafted features inherently limits the capacity of the pipeline

to learn complex, high level abstractions present in ECG morphology. While this choice

enhances interpretability, complementary DL approaches could extract richer representations

directly from raw signals, potentially improving performance in more challenging scenarios.

Finally, although the proposed system is well suited for offline analysis and periodic

screening, future work should explore real time implementation constraints, energy effi-

cient execution, and adaptive mechanisms that can maintain performance during prolonged

continuous monitoring.

4.3 Deep Learning Model Design and Experimental Evalua-

tion for AF Detection

This section details the DL pipeline developed to extend the analytical framework introduced

in the previous phase of the study. After establishing a baseline with feature engineered

ML classifiers, we shift the focus toward end-to-end neural architectures designed to operate

directly on raw ECG segments extracted from IoT based monitoring systems. The DL models

were implemented in Python using TensorFlow/Keras.2

The purpose of this phase [8] is to evaluate whether DL models can overcome the limita-

tions of handcrafted representations by exploiting hierarchical feature extraction, temporal

2The deep learning architectures were implemented using TensorFlow/Keras. Additional libraries included
keras-tcn for Temporal Convolutional Networks and Matplotlib for visualization of learning curves and perfor-
mance plots.
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context modelling, and non linear pattern recognition. Several architectural variants, including

shallow CNNs, deeper convolutional stacks, and hybrid CNN–BiLSTM designs, were system-

atically tested to quantify their impact on diagnostic accuracy, recall, and overall generalization

ability.

RQ5: What is the potential of DL techniques in extracting and analyzing clinically

meaningful information from IoT generated health data?

DL techniques demonstrate substantial potential for extracting, modelling, and interpreting

clinically meaningful information from IoT generated health data, particularly in scenarios

characterised by high data complexity, temporal variability, and subtle diagnostic patterns. In

the context of this work, the development and evaluation of DL models applied to long term

ECG recordings illustrate several key advantages offered by DL approaches in Smart Health

applications.

First, DL models operate directly on raw physiological signals, eliminating the need for

handcrafted feature design and enabling the automatic discovery of discriminative patterns. For

example, the hybrid CNN–BiLSTM architecture explored in this study effectively captures both

local morphological characteristics of ECG waveforms (via convolutional layers) and long

range temporal dependencies associated with paroxysmal atrial fibrillation (via bidirectional

recurrent units). This ability to learn hierarchical and multi scale representations gives DL

models a clear advantage in detecting clinically subtle or transient events that may be missed

by traditional ML pipelines.

Second, DL techniques show improved capacity for modelling the non linear and non

stationary behaviour typical of biological signals acquired from wearable IoT devices. By

leveraging temporal context, recurrent and convolutional architectures can analyse continuous

data streams and adapt to variability in heart rhythm, noise conditions, and recording settings

conditions that are inherently challenging for classical ML classifiers.

Third, despite requiring structured preprocessing, the DL pipeline used in this work demon-

strated competitive performance compared to state of the art models in the literature, reaching

accuracy and F1-score levels comparable to more computationally intensive architectures.



97

This result highlights the suitability of DL approaches for supporting diagnostic tasks such as

arrhythmia detection in real world, long term monitoring scenarios.

Finally, DL techniques open the path toward more advanced applications, including real

time risk prediction, personalised modelling, cross signal fusion (e.g. ECG–PPG), and adaptive

monitoring systems capable of learning from continuous data streams. These capabilities make

DL a powerful tool for improving diagnostic accuracy, enhancing predictive performance, and

enabling proactive decision support in Smart Health ecosystems.

In summary, the results obtained in this work confirm that DL techniques hold significant

potential for extracting clinically relevant information from IoT acquired health signals, provid-

ing robust, scalable, and high performing solutions for next generation intelligent healthcare

systems.

RQ6: To what extent can DL models enhance diagnostic accuracy, predictive capabilities,

and decision support in Smart Health?

DL models demonstrated a substantial ability to improve diagnostic precision, predictive

robustness, and decision support reliability when applied to ECG signals collected through

IoT based monitoring systems. Unlike traditional ML approaches, whose performance is

constrained by the expressiveness of handcrafted features, DL architectures learn hierarchical,

data driven representations that capture both the morphological structure of ECG waveforms

and the long range temporal dependencies characteristic of atrial fibrillation (AF).

Across the experimental evaluation, DL models consistently outperformed all feature

based classifiers, surpassing the accuracy ceiling of approximately 81% observed in traditional

approaches.

The Figure 4.11 presents a row for each experiment performed, while the columns describe

respectively the phase to which the experiment refers, the experiment number, the length of

the ECG segment, whether the BiLSTM block was considered and if so the related neurons,

how many convolutional blocks were considered and their relative sizes, how many pooling

blocks were considered and their relative sizes, the number of epochs designated for training,
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the number of epochs actually performed, the patience set for early stopping, and the last 4

columns concern the validation metrics previously described (Accuracy, Precision, Recall and

F1-Score).

The results highlight a clear four phase evolution, where each architectural and parametric

change contributed to progressively improving the model’s performance. In the first phase

(exp1-4), we used segments with original length (≈ 166 k samples) and a relatively simple

CNN architecture, consisting of two Conv1D blocks (32 and 64 filters) followed by MaxPool-

ing (pool size 2), GlobalAveragePooling, and a fully connected layer of 32 neurons. The main

hyperparameters were gradually varied, increasing the maximum number of epochs (from

20 to 50 to 100) and the early stopping patience (from 5 to 10). Performance progressively

improved from an accuracy of 0.76 in exp1 to 0.90 in exp4, indicating that a greater number

of epochs allowed for more stable convergence, albeit with very long training times and an

increasing risk of overfitting. In this case, the model tended to learn noisy local patterns,

unable to effectively exploit the long term temporal relationships present in the ECG signal.

In phase two (exp5), to address the training time issue, the segment length was reduced to

approximately 83k samples while keeping the architecture unchanged. This choice resulted in

a significant reduction in time per epoch and greater training stability, while still maintaining

good performance (accuracy 0.85). This indicates that shorter segments still contain sufficient

discriminative information for AF/NSR classification and may be preferable when computa-

tional resources are limited.

Figure 4.11: Results obtained from performing the four different phases of DL pipeline
experiments

In phase three (exp6), to overcome the intrinsic limitations of CNNs alone, which capture

predominantly local patterns, a 32-unit Bidirectional LSTM block was introduced after four
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convolutional blocks (32–64–64–128 filters). This allowed the network to also model long

term temporal dependencies, resulting in a significant improvement in metrics (accuracy 0.88).

The synergistic effect between local feature extraction (Conv1D) and sequential modelling

(BiLSTM) represented the first real qualitative leap. Finally, in phase four (exp7), the (exp6)

architecture was optimised by increasing the pooling aggressiveness in the first two blocks

(pool size 4 instead of 2) to reduce dimensionality and computation time, and increasing the

number of epochs to 20. This produced the best overall result, with an accuracy of 0.965 and

virtually identical precision, recall, and F1 scores, indicating a well balanced and generalizable

model. The stability of the validation curves and the low loss also show that the dropout setting

(0.2/0.3) is sufficient to prevent overfitting, even with a more complex model. Figure 4.12

provides the detailed classification report; the results show very high overall performance and

balance between the two classes.

Figure 4.12: Classification report of the best performing DL model

Specifically, for the NSR (0) class, the model achieves a precision of 0.97 and a recall

of 0.96, while for the AF (1) class, it achieves virtually symmetric values (precision 0.96,

recall 0.97). The F1 score, which balances precision and recall, is 0.96–0.97 for both classes,

confirming balanced and generalizable behaviour. The overall accuracy is 0.97 out of a total

of 1,886 tested samples.

The confusion matrix (Figure 4.13) confirms this result: out of 929 NSR samples, 888 are

correctly classified and only 41 are false positives (classified as AF); out of 957 AF samples,

932 are correct and 25 are false negatives. In both cases, the number of errors is very low and

distributed symmetrically between the two classes, indicating the absence of residual bias.
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Figure 4.13: Confusion matrix of the best performing DL model

These results significantly outperformed all feature based classifiers, underscoring the abil-

ity of DL to uncover discriminative spatio temporal representations that handcrafted features

could not capture. Figure 4.14 shows the accuracy and loss comparison during training and

validation for the first (exp1) and last (exp7) DL experiments. In the case of exp1, based on a

simple CNN architecture with two convolutional blocks and long segments ( 166k samples),

the validation accuracy increases slowly and tends to stabilise after just a few epochs at

values around 0.75, while the validation loss remains high ( 0.53) and shows fluctuations,

indicating unstable convergence and limited predictive capacity. In contrast, in exp7, which

uses a deeper network with four convolutional blocks and a BiLSTM layer trained on halved

segments (≈ 83 k samples), we observe a rapid increase in validation accuracy to values close

to 0.97 and a decrease in validation loss to approximately 0.08. Furthermore, the training and

validation curves are very close, indicating no overfitting and excellent generalisation. This

comparison highlights how the introduction of recurrent components (BiLSTM), the increase

in convolutional depth, and the reduction in segment length enabled faster and more stable

convergence, dramatically improving the model’s overall performance.

Figure 4.14: Representative learning curves (accuracy and loss vs. epochs) for the comparison
between exp1 and exp7
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The progressive refinement of the architecture, from shallow convolutional models to

deeper CNNs enriched with Bidirectional LSTM units, led to marked improvements in model

capability. The most advanced configuration achieved a validation accuracy of 0.97, with

precision, recall, and F1-scores all in the range 0.96–0.97 for both AF and NSR classes.

These results highlight the capacity of deep networks to extract discriminative spatio temporal

patterns that remain inaccessible to handcrafted feature pipelines.

The introduction of recurrent layers, specifically BiLSTM units, played a decisive role

in enhancing predictive performance. By modelling sequential dynamics in both temporal

directions, the network was able to capture subtle transitions between rhythms and better

recognise paroxysmal AF episodes. Furthermore, optimisation of the convolutional depth and

pooling configurations not only reduced training time but also improved generalisation, as

reflected by stable and closely aligned training and validation curves.

The resulting model displayed excellent classification balance, with very low false-positive

and false-negative rates, confirming its reliability for clinical decision making scenarios in

which missed detections or erroneous alerts may have critical implications. The confusion

matrix further validated this behaviour, showing symmetric error distribution and strong

discrimination between AF and NSR.

Taken together, these findings show that DL models significantly enhance the capacity

of Smart Health systems to support automated diagnosis, long term condition monitoring,

and early event detection. Their ability to learn meaningful and generalisable representations

directly from raw physiological signals enables a level of diagnostic accuracy and predictive

insight that exceeds that of traditional ML models, making DL a powerful asset for next

generation, IoT driven healthcare solutions.

Conclusions

The comparison between ML and DL models highlights a clear advantage of end-to-

end neural architectures in the context of AF detection from long term ECG recordings.

While tree based ML classifiers such as XGBoost and CatBoost achieved solid baseline

performance, reaching approximately 76% accuracy with balanced precision recall profiles,
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their effectiveness is inherently limited by the quality and expressiveness of handcrafted

features. These models struggle to fully capture the irregular, non stationary, and multi scale

temporal dynamics characteristic of paroxysmal AF.

In contrast, the proposed DL architecture, combining multiple convolutional blocks with a

Bidirectional LSTM module, demonstrated substantially superior performance. By learning

directly from raw ECG segments, the network was able to extract both local morphological

descriptors and long range temporal dependencies, achieving an accuracy of 97% and near

perfect precision, recall, and F1-scores. The resulting confusion matrix confirmed highly

balanced classification across both AF and NSR classes, underscoring the robustness and

clinical reliability of the DL solution.

Overall, the results clearly show that although ML classifiers remain valuable for lightweight

or resource constrained deployments, DL models provide the most accurate, reliable, and clin-

ically meaningful predictions. Their ability to autonomously learn hierarchical representations

from raw biosignals positions them as the most promising paradigm for next generation Smart

Health diagnostic and decision support systems. Future developments should further explore

generalization across diverse patient populations, incorporate transfer learning strategies, and

integrate explainability frameworks to strengthen clinical interpretability.



Conclusions

This thesis investigated the problem of atrial fibrillation (AF) detection from long-term

ECG recordings through a structured, multi-phase research approach.

In the first phase, a systematic literature review was conducted to analyze the current state

of the art in AF detection, with particular attention to the methodological strategies adopted in

both traditional ML and DL approaches. This review allowed the identification of prevailing

trends, common limitations, and open challenges in the analysis of long-term ECG signals,

providing a solid theoretical and methodological foundation for the subsequent experimental

work.

The second phase focused on an exploratory study of the available dataset, restricted

to traditional ML applications based on handcrafted features. Several ML classifiers were

evaluated in order to assess whether meaningful patterns related to AF episodes could be

captured from the data and to establish reliable baseline performances. While these models,

with XGBoost in particular, demonstrated reasonable effectiveness, their ability to model

the complex temporal and morphological characteristics of ECG signals remained inherently

limited.

In the third phase, the study shifted toward a DL-based modeling approach aimed at

overcoming the limitations observed in traditional ML methods. An end-to-end architecture

combining convolutional layers with bidirectional LSTM units was designed to operate directly

on raw ECG segments. This approach proved significantly more effective, achieving superior

performance across all evaluation metrics and reaching an accuracy of up to 97% in the best

configuration. The analysis of confusion matrices and classification reports confirmed not only

a reduction in false positives but also an improved sensitivity to AF episodes, highlighting the
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robustness and clinical relevance of the proposed model.

Overall, the results of this thesis demonstrate the advantages of DL and end-to-end learning

strategies over feature-based ML approaches for AF detection from long-term ECG recordings.

While traditional ML models remain valuable for exploratory analysis and rapid prototyping,

DL architectures are better suited to capture subtle, long-range dependencies in physiological

signals and to extract clinically meaningful representations directly from raw biomedical data.

From a broader perspective, these findings contribute to the development of intelligent

Smart Health ecosystems, in which wearable sensors, IoT infrastructures, and advanced

analytical models cooperate to enable continuous and proactive healthcare monitoring. The

ability of DL models to process large volumes of physiological signals and automatically

identify clinically relevant patterns makes them particularly suitable for integration into IoT-

based healthcare systems, where data are continuously generated by wearable and remote

monitoring devices. In this context, the proposed framework demonstrates how advanced AI

techniques can support early arrhythmia detection and long-term cardiac monitoring within

next-generation digital healthcare infrastructures.

Study Limitations and Future Research Directions

Despite the promising results obtained, several methodological limitations should be

acknowledged. The experimental validation conducted in this work relies on a single dataset,

namely the IRIDIA-AF database, and focuses exclusively on a single clinical condition, atrial

fibrillation detection. While this choice allowed for a controlled and in-depth investigation of

the proposed methodology, it naturally limits the generalizability of the results across different

patient populations, acquisition devices, and clinical scenarios.

In real-world Smart Health environments, physiological signals collected from wearable

IoT devices may exhibit substantial variability due to sensor characteristics, environmental

noise, motion artefacts, and patient-specific factors. Consequently, although the proposed DL

architecture demonstrated strong performance within the considered dataset, further validation

on additional datasets and across diverse clinical conditions will be necessary to assess the

robustness and broader applicability of the proposed approach.

Another important aspect concerns model interpretability. Although explainability was
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identified as a relevant methodological dimension for the clinical adoption of the proposed DL

framework, explicit interpretability outputs were not included among the reported experimental

results. Future developments should therefore integrate saliency-based analyses or other

explainable AI techniques in order to better understand which temporal regions and signal

characteristics drive the model’s predictions, thus improving transparency, clinical plausibility,

and trust in automated decision support.

From a translational perspective, future work should also further investigate the implica-

tions of model errors in continuous monitoring scenarios. While the achieved performance

metrics are encouraging, a deeper analysis of false positives and false negatives would be

essential to evaluate the real-world impact of the proposed system in clinical practice. In

long-term Smart Health monitoring, the balance between sensitivity and specificity is particu-

larly critical: high sensitivity may support early detection of AF episodes, but an excessive

false-positive rate may lead to unnecessary alerts, increased clinician workload, and alert

fatigue. Conversely, false negatives may reduce the effectiveness of the system in identifying

clinically relevant arrhythmic events in a timely manner.

For these reasons, future research should not only focus on improving predictive perfor-

mance, but also on evaluating the proposed framework in more realistic deployment settings,

where risk management, usability, and clinical workflow integration become central. Prospec-

tive validation, patient-level analysis, and the assessment of alert strategies adapted to different

monitoring contexts would further strengthen the translational relevance of the work.

Future research will therefore focus on extending the proposed framework to larger and

more heterogeneous datasets, exploring transfer learning and self-supervised pretraining

strategies to improve model generalization. In addition, the integration of explainability

techniques and multimodal physiological signals acquired from wearable IoT devices, such as

ECG, PPG, and activity data, represents a promising direction for the development of more

comprehensive, transparent, and clinically reliable Smart Health monitoring solutions.
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